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LVM(Logical Volume Manager)T7 « AOB27ZEINEES on CentOS8
https://www.opensourcetech.tokyo/entry/20200724/1595552312
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@TLRIBMN

ARL—2ONICZTTRLU. BECRR D

CentOS7TNICOF—=>0 (A > A =)L) ZRTET S
https://www.opensourcetech.tokyo/entry/20200604/1591282780

DRBD9/Pacemakerl.1/Corocync2/PCSIC KB X L —TLEABRIBE on CentOS7
https://www.opensourcetech.tokyo/entry/20200527/1590505446
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Mk iR ZEUS

BT A

BREE(TR)

ZEREE

BR/ERERE - BEXIL
HSTUR(A> T L/ D5 R)
HO NEE - 1EREE
a1 )7+

and more
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Web(http/https)Di&E(E

A2F2YT—H%&
NEFTDIY—EX

OHTTP Request
(GET/POSTIRED AV W )

@HTTP Response
(200 OKIREDRFT—FRXI—R)

Webt—/(

_ o (TCP80/443)
WebZO =S4 7> NTSTOY)
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HTTPUOI A RXVwW

GET T—HER

POST 347> M6 T—%(E
HEAD HTTPAYAZEK

PUT Y=\ ENT7L IV ZBeE
DELETE H— DTV EHIBR

https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html
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o et ZEUS

HTTPRAFT—5AXJ—F

100&5 [FHRL AN R 100 Continue &
200885 B IhL A R 200 OK &
300&4A DGALLI2a> vt —> 301 Moved Permanently
304 Not Modified &
" 400T5S 54T RIS~ AR 401 Unauthorized )

403 Forbiden
404 Not Found ¢

500&8 H—NI5-L ARV 500 Internal Server Error
502 Bad Gateway
\_ 503 Service Unavailable & J
https://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html BRI S—ERE
ZHIR T SDICEE
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WebHS -1 MMTHIFBWeb—/= 1757(2021/3)

Web server developers: Market share of all sites

80% n ETC K_A FT —— Apache
—— Microsoft
- —Sun
60%
—— nginx
—— Google
40% ~—— Cloudflare
—— NCSA
——— LiteSpeed
20% - OpenResty
WS (\\ —— Other
— =
0% - * .
\gg‘:: \gg'\ \9(39) \qgg qu’\ ’LQQ’L 'ngb« '7906 ,2906 'LQO% '7909 19»\‘\ !Lo»\'l, 'Lo»\b« 10\6 qp.\% ’7,0‘\% '),Q'\g '2,0'2:\
pO2 3ot N O e TR ge® T M el g ot et T T ya® T ot T pet e e
Developer March 2021 Percent April 2021 Percent Change
nginx 419,637,923 35.34% 432,167,302 35.65% 0.32
Apache 308,509,042 25.98% 313,948,741 25.90% -0.08
OpenResty 77,819,490 6.55% 81,935,391 6.76% 0.21
Microsoft 70,826,342 5.96% 67,182,740 5.54% -0.42

https://news.netcraft.com/archives/category/web-server-survey/
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nginx
Igor Sysoeva ADVBAFE
2004/10/4 0.1.0 release
2021/5/161R7% 1.19. 10N &#H/\—=>3>
Webt—/\Dfth, U)\—=XT0OF - X—=)LTOFRREEUTEFHEEEE

i a nginx news NG:MX

2021-04-20 nginx-1.20.0 stable version has been released, incorporating new features and bug

fixes from the 1.19.x mainline branch — including OCSP validation of client SSL enghshv
certificates, the ssl_reject_handshake and ssl_conf_command directives, simplified RycCKn
and improved handling of HTTP/2 connections with the lingering_close,
keepalive_timeout, and keepalive_requests directives, the keepalive time directive, ;g‘gg
‘ : stricter handling of upstream server responses, cookie flags handling, cache clearing 50*;3
I S XA, inxEIFEE based on the minimum amount of free space, PROXY protocol support from clients 2018
gor Sysoev (nginxps ) and to backend servers in the mail proxy, proxying SMTP authentication, the set 2017
directive in the stream module, and more.
2016
2021-04-13 nginx-1.19.10 mainline version has been released. igii
2021-03-30 nginx-1.19.9 mainline version has been released. 2013
2012
2021-03-30 njs-0.5.3 version has been released, featuring the js_var directive for http and 2011
stream. 2010
2009
) 2021-03-25 unit-1.23.0 version has been released, featuring SNI support and a number of
http://nginx.org/ bugfixes. about

LinuC © LPI-Japan / EDUCO all rights reserved. 29


http://nginx.org/

T ZEUS

Apache
ApacheV J hO T VHIEIZIEOB E. I X—XATH¥

/ APACHE &4\

HTTP SERVER PROJECT

APACHE@E®IN
, september 2123 202] The Number One HTTP Server On The Internet

www.apachecon.com

Essentials The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal of this
project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.
e Download!
« About The Apache HTTP Server ("httpd") was launched in 1995 and it has been the most popular web server on the Internet since April 1996. It has celebrated its 25th birthday as a project
e License in February 2020.
* EAQ The Apache HTTP S i ject of The Apache Soft Foundati
« Security Reports e Apache erver is a project of The Apache Software Foundation.
Source Repositories Apache httpd 2.4 .46 Released 2020-08-07
» General Information The Apache Software Foundation and the Apache HTTP Server Project are pleased to announce the release of version 2.4.46 of the Apache HTTP Server ("httpd").
e Trunk
«24 This latest release from the 2.4.x stable branch represents the best available version of Apache HTTP Server.
Documentation Apache HTTP Server version 2.4.43 or newer is required in order to operate a TLS 1.3 web server with OpenSSL 1.1.1.
o Version 2.4 Download | Changelog for 2.4.46 | Complete Changelog for 2.4 | New Features in httpd 2.4
e Trunk (dev)
o Wiki Apache httpd 2.2 End-of-Life 2018-01-01
Get Involved As previously announced, the Apache HTTP Server Project has discontinued all development and patch review of the 2.2.x series of releases.
* Mailing Lists The Apache HTTP Server Project had long committed to provide maintenance releases of the 2.2.x flavor through June of 2017. The final release 2.2.34 was published in July 2017,
o BUQ REPO“S and no further evaluation of bug reports or security risks will be considered or published for 2.2.x releases.

https://httpd.apache.org/
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vV b1 77 (nginx/Apache/Squid)D-1 > A =)L SEEE T

1. 4> b=J)L(yum + aptix &)\ o —818 -V —XO— RigE)
2. REI7AI)iRE
3. A7 VY I7A)LEcE
4. FoH
Xiptables - firewalld - ufw/d EDT 717 I A4 —)L/SELinuxi@EDtF1 VT EZ 1)) (&
BIERZENE.
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NginxM5%E (nginx.conf)

user nginx; - - - JOTXEEHI—H—
worker_processes 1; - - - {E#ITDIT—HTOTXE(CPUID I EERKRRE)
error_log /var/log/nginx/error.log warn; - - - TS5—0O7%
pid /var/run/nginx.pid; -+ - - JOTCRXIDZEZAD T 71)L
events {
worker_connections 1024; - - - JO—AHO—JOCANEA—T > aJgeia 070> 3 2%
b
http {
include /etc/nginx/mime.types;

default_type application/octet-stream;
log_format main '$remote_addr - $remote_user [$time_local] "$request"
'$status $body_bytes_sent "$http_referer" ’

“$http_user_agent” “$http_x_forwarded_for”’; - - -OJJA—<XwVv b
access_log /var/log/nginx/access.log main; - - - 7otzX07
sendfile on;
keepalive_timeout 65;
include /etc/nginx/conf.d/*.conf; - - - MEBSIEERTE D 7 1 )LIETE
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NgiNXM:%TE (/etc/nginx/conf.d/default.conf)

server {
listen 80; - - - NBIR—IES
listen [::]:80;
server_name www.testweb.local; - - - H—/{&
location / {
root /usr/share/nginx/html; - - < JL—b>a L2 IO T 7 A )UHNEET)

index index.html index.htm; - « - OS54 7> MNEHEHTZIF72V I 7A)L%#

b
error_page 500 502 503 504 /50x.html;

location = /50x.html {
root /usr/share/nginx/htmi;
b

b
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Apache®s%E (httpd.conf)

ServerRoot "/etc/httpd"
Listen 80 - - - NI BIR— ES
Include conf.modules.d/*.conf - « « E=1—)LICEEAT DT J 7 1) LISINERT

User apache

Group apache

ServerAdmin root@localhost

DocumentRoot “/var/www/htm!l” - « < JL— b5« Lo NJ(O>F W T 7 1) UIEHRIEPT)

<Directory "/var/www/html|">
AllowOverride None
</Directory>

<IfModule dir_module>
Directorylndex index.html - - - OS54 7> bNAREHEITDZII 72V I 7 AL
</IfModule>

ErrorLog “logs/error_log” - - «- T5—07
LoglLevel warn

<IfModule log_config_module>
LogFormat “%h %I %u %t ¥"%r¥" %>s %b ¥"%{Referer}i¥” ¥"%{User-Agent}i¥“” combined - - -OJJA—<wv hEH
CustomLog “logs/access_log” combined - - - 7ot2X0O0

</IfModule>

,® IncludeOptional conf.d/*.conf - - - NS EEERTE D 7 1 JLIEE ,
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NSV a— MIEFIIRY —)LiRE

Ty by TFvYIT b
» Wireshark(https://www.wireshark.org/)
> tcpdump(https://linuxjim.osdn.jp/html/tcpdump/mani/tcpdump.1.html) 78 &

HTTPA Y SHRERY —)L
> chrome>Ow/\—Y—JL
> LiveHTTPHeaders 72:&

h"— N AFr o V—)L = ok
> nmap Td:t“ »“.‘. “x;: '. ¢S _7_.'* L Q .. C R o D HalendBioy ! s

Foer * | Expression TCP Flags TCP Resets  TCP Zero Winoows

N Time Dea Source Destinaton Length i N )
1 0.000000 0.000000 10.0.0.145 194.68.28.67 65 51148-4070 [PSH, ACK] Seqe=l Ackel W Opensourcetech?' 14
20.127914 0.127914 194.68.28.67 10.0.0,145 65 4070-51148 [PSH, ACK] Segq=1 Ack=12 | EESDRRe: I —
30.328051 0.200137 10.0.0.145 194.68.28.67 54 51148-4070 [ACK] Seq=l2 Ack=12 Win=
40.412519 0,084468 78:ab:bb:dc:9d: 5cBroadcast 60 who has 10.0.0.17 Tell 10.0.0.121
5 0.870183 0.457664 10,0.0.145 255.255,255.255 216 Dropbox LAN sync Discovery Protocol 0210421 Raspberry Pl zero CHEBDI2CIHBEIBRT WL, TLFYT
60.875382 0.005199 10.0.0.145 10.0.0.255 216 Dropbox LAN sync Discovery Protocol HERICKBMITIDENBED
70.875870 0,000488 10.0.0.145 255,255.255.255 216 Dropbox LAN sync Discovery Protocol
81.415158 0.539288 10.0.0.145 157.56.52.48 76 Source port: 12539 Destination por
91.551898 0.

136740 157.56.52.48 10.0.0.145 62 Source port: 40021 Destination por .

Frame 1: 65 bytes on wire (520 bits), 65 bytes captured (520 bits) on inter: 0000 <O cl <O dc 39 ed 88
Ethernet II, Src: 88:53:2e:84:7c:5e (88:53:2e:84:7c:5e), Dst: Cisco-Li_dc:3¢ 0010 00 33 50 as 40 00 80
02
f

Internet Protocol Version 4, Src: 10.0.0.145 (10.0.0.145), Dst: 194.68,28.6; 0020 1c 43 c7 cc Of e

Transmission Control Protocol, Src Port: 51148 (51148), Dst Port: 4070 (407¢ 3039 Of b f3 2¢ 00002
Data (11 bytes)
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U= TOF>%ZFE > fzWebiB(E

DSAT>2 hFIOCR%Z A2F2YFT—9%
KT T B ke RITID

OHTTP Request . @HTTP Request .

@HTTP Response ®HTTP Response

UN=RTO+> WebH—/X

S TCP80/44
WebZS+ 7> NITS5HH) (TCP80/443)

©
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=R TOFZZESI AU WY

Webtr—/ (&%
X/ CDHRIC )
FHG LRI 0N
HTTP Request HTTP Request -
>
F > NR—2TTY
< HTTP Response TRX&EHRITDS -
HTTP Response ﬁ*i%/ﬁ%%ji%jé:ﬁ‘c
TARTD IRE
D)\—=XT70O+2, ‘\‘ \ J

WebTS5+7> NI S5DY) (TCPB0/A43) N - O
(- aEss

A7 2YFvwvsa

ttF1UFTrMmE

20—/ ULIPF R L &Y
SSL7otSL—>3>

® OB - ERED CONRIMEEND )
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NginxME%TE (nginx.conf) % U /)\—=XXTOF BB DHRE

upstream apache { - - - Webt—/Ef(/)\w O T > R)ICEET DETE
server serverl:80;
server server2:80;
server server3:80;

b

server { - - UN=XTOF(TJO> A2 R)ICEYT BEE
listen 80;
location / {
proxy_pass http://apache;
proxy_http_version 1.1;
proxy_set_header Host $host:$server_port;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
.« « WebB—/)\O7otXOT(C054A47> hDIPY RLA%ZIKT

proxy_set_header X-Forwarded-Proto http;

b
¥
¥

©
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OHTTP Request .

@HTTP Response

WebO S+ 7> NI ZTY)
XTS5 OHP0ST
JOFS % FSZHDEEHNNE

LinuC

BTSSR

DS54 > bOROHDIC
WebH—/N(CT77 01X

|

@HTTP Request .

JOo+>
(51: TCP8080)

@HTTP Response
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A2F2YFT—9%
NG

Webt—/(
(TCP80/443)

© LPI-Japan / EDUCO all rights reserved. 41



i ZEUS

JOF2ZESIAUY b

OHTTP Request . @HTTP Request .

@HTTP Response ®HTTP Response

UN=RTO+> WebH—/X

. TCP80/443
WebZ S+ 7> N(T5™H) (#1:TCPBO8O) (TCP80/443)

« VO XHIR
« OTROJEAR
@ e A7 >2VYFHvw o

—\EEERIL - TFaUT [ LREDMRIMESND
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Ll
SqUId'CaChe.Org docs download donate support about contact shop | blog

Optimising Web Delivery

|
{1 1
1

Squid: Optimising Web Delivery

Squid is a caching proxy for the Web supporting HTTP, HTTPS, FTP, and more. It reduces bandwidth and improves

Introduction

response times by caching and reusing frequently-requested web pages. Squid has extensive access controls and
About Squid makes a great server accelerator. It runs on most available operating systems, including Windows and is licensed
Why Squid? under the GNU GPL.

Squid Developers . .
Making the most of your Internet Connection
How to Donate

How to Help Out Squid is used by hundreds of Internet Providers world-wide to provide their users with the best possible web
Getting Squid access. Squid optimises the data flow between client and server to improve performance and caches frequently-
Squid Source Packages used content to save bandwidth. Squid can also route content requests to servers in a wide variety of ways to
Squid Deployment Case-Studies build cache server hierarchies which optimise network throughput.

Squid Software Foundation 5 p oA s .
Website Content Acceleration and Distribution

Naciimnnnbabina

http://www.sguid-cache.org/
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squidDEETE (squid.conf) X —EBHk

acl localnet src 10.0.0.0/8  # RFC1918 possible internal network

acl localnet src 172.16.0.0/12 # RFC1918 possible internal network

acl localnet src 192.168.0.0/16 # RFC1918 possible internal network

acl localnet src fc00::/7 # RFC 4193 local private network range

acl localnet src fe80::/10 # RFC 4291 link-local (directly plugged) machines
-+ "alc acla BEMR" EOWDEATERHZER

acl SSL_ports port 443

acl Safe_ports port 80 # http
acl Safe_ports port 443 # https
acl CONNECT method CONNECT

http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports
http_access allow localnet
http_access allow localhost
http_access deny all
- s acl CERNICABTDEEF] (allow)/iBEEDS (deny ) Z 55 TE

http_port 8080 « - - JOF>H—/\TEHT Z/R— hES
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https://www.katacoda.com/submattnesk/courses/courses

O.RE I LLY& LEARN CREATE
KKatacoda

LinuC Level2 Server Exercises

By submattnesk

For Studying Server Building

nginx(webserver) apache(webserver)&ngi squid(proxyserver)

building web server(nginx building web server & reverse building proxy server
mainline) proxy server

& Repeat Scenario & Repeat Scenario & Repeat Scenario

YOUR PROFILE
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https://www.katacoda.com/submattnesk/courses/courses

O.lsaEal(Lold_Zu LEARN  CREATE YOUR PROFILE

LinuC Level2 Server Exercises

By submattnesk

For Studying Server Building

nginx(webserver) apache(webserver)&ngil squid(proxyserver)

building web server(nginx building web server & reverse building proxy server
mainline) proxy server

& Repeat Scenario & Repeat Scenario & Repeat Scenario
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LinuC Level2 Server Exercises

By submattnesk

For Studying Server Building

nginx(webserver) apache(webserver)&ngi squid(proxyserver)

building web server(nginx building web server & reverse building proxy server
mainline) proxy server

& Repeat Scenario & Repeat Scenario & Repeat Scenario
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SZUDRE

nginx 1.7.10(YU/\—XT70OF2)&Apache(Webb—/VO\&FERLZO0— RINS > 2> T (BRERDE)
https://www.opensourcetech.tokyo/entry/2015/02/13/Nginx1 7 10%28%E3%83%AAY%E3%83%90%E3%83%BC%E3%82%
B9%E3%83%97%E3%83%ADY%E3%82%ADY%E3%82%B7%29%26Apache%28Web%E3%82%B5%E3%83%BC%E3%83%90
%29%E3%82%92%E4%BD%BF%E7%94%A8%E3%81%97%E3%81%9F%E3%83%AD

nginx 1.7.3 with SSL & SPDY on CentOS7 (on virtualbox)
https://www.opensourcetech.tokyo/entry/2014/07/30/nginx1 7 3 with SSL%26SPDY on CentOS7 %28on virtualbox%29

NginXAZKY 1

http://nginx.org/

ApacheXRzxHY -
https://httpd.apache.org/

SquidARZRY 1 b

http://www.squid-cache.org/

Fle. RAAPOFQDNZEBIE I BADNSICDWTCHI D THLK CEBEE |
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https://www.opensourcetech.tokyo/entry/2014/07/30/nginx1_7_3_with_SSL%26SPDY_on_CentOS7_%28on_virtualbox%29
http://nginx.org/
https://httpd.apache.org/
http://www.squid-cache.org/
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Thank you for join today’s seminar!

https.//www.opensourcetech.tokyo/
https://twitter.com/matt_zeus

https://www.facebook.com/takahiro.kujirai. 1
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