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UFZEENELUL D,
test

.example

.invalid

https://datatracker.ietf.org/doc/html/rfc2606

To safely satisfy these needs, four domain names are reserved as
listed and described below.

.test
.example
.invalid

.localhost

".test" is recommended for use in testing of current or new DNS
related code.

".example" is recommended for use in documentation or as examples.
".invalid" is intended for use in online construction of domain
names that are sure to be invalid and which it is obvious at a

glance are invalid.

The ".localhost" TLD has traditionally been statically defined in

host DNS implementations as having an A record pointing to the
loop back IP address and is reserved for such use. Any other use
LinuC would conflict with widely deployed code which assumes this use. © LPI-Japan / EDUCO all rights reserved. 21
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opensourcetech.example®

A—=)LH—/)\
A DHIEFE T DEME (S
T O 89 DEMERNEX T D
T Z EFE I SEME/ N EUNL T, BZET D

A—H—AAX=ILTOSAT7>FK)
usera@opensourcetech.test
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A—H—B(AXA=ILOSA7> )
userb@opensourcetech.test
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userc@opensourcetech.example
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smtp 25 A—)LiX(E - EmX
smtps 465 A—)iX(E - Xk (lE=1k)
pop3 110 A —=)LZE
pop3s 995 A —)LZE(BES1L)
imap 143 A —=)LZE
imaps 993 A —)LZE(BES1L)
Submission port(SMTP) 587 DS5AT7> MDD
A—)iX(E
(OP25B)
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A—)LH—)(
POP3
IMAP
H—)NCHBDA—ILHE
XA > 0O— REULRRL
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A=IVIOSA4T7>

(WebT' = oH)
LinuC
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S-S AXA—)Lz5 D> 00— R
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mail.opensourcetech.test
(X—=)LE—/\) on Ubuntu 20.04.3 LTS

OA—)iXME @A—)LZME

=

T

= =

dA—F—A(AXA=ILDOSAT7>K) dA—5—B(AXA=ILOSA7>K)
ubuntu@opensourcetech.test matt@opensourcetech.test
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ubuntu@linucserver:~$ host -t mx opensourcetech.test 192.168.1.247
Using domain server:

Name: 192.168.1.247

Address: 192.168.1.247#53

Aliases:

opensourcetech.test mail is handled by 10 mail.opensourcetech.test.

ubuntu@linucserver:~$ nslookup

> server 192.168.1.247

Default server: 192.168.1.247
Address: 192.168.1.247#53

> 192.168.1.247
247.1.168.192.in-addr.arpa name
247.1.168.192.in-addr.arpa name
247.1.168.192.in-addr.arpa name = www.opensourcetech.test.
247.1.168.192.in-addr.arpa name = smb.opensourcetech.test.
247.1.168.192.in-addr.arpa name = mail.opensourcetech.test.
> exit

dns.opensourcetech.test.
ftp.opensourcetech.test.
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ubuntu@linucserver:~$ sudo adduser matt T : ubuntu’X EDIFE. useraddiZEFT T AL B TIER—AFT « L2 BUDMER SR
Adding user “matt' ...
Adding new group “matt' (1001) ...
Adding new user “matt' (1001) with group "matt' ...
The home directory " /home/matt' already exists. Not copying from " /etc/skel'.
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for matt
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n]

ubuntu@linucserver:~$ cat /etc/passwd
ubuntu:x:1000:1000:LinuCserver:/home/ubuntu:/bin/bash
dovecot:x:114:119:Dovecot mail server,,,:/usr/lib/dovecot:/usr/sbin/nologin
postfix:x:116:121::/var/spool/postfix:/usr/sbin/nologin

@ matt:x:1001:1001:,,,:/home/matt:/bin/bash
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SendmaillCRHDBDA—)LH—/)NEULTHRELE. X—)LY—=/)\T0OT 5 A,
A—)LOEEEREZIES T OS5 . MTA(Mail Transfer Agent).

POSTFIX

QUICK LINKS

Home
Announcements
Non-English Info
Feature overview
Web sites (text)
Download (source)
Mailing _lists

Press and Interviews
Documentation
Howtos and FAQs
Add-on Software
Packages and Ports
Becoming_a mirror site

Search

The Postfix Home Page

All programmers are optimists -- Frederick P. Brooks, Jr.
First of all, thank you for your interest in the Postfix project.

What is Postfix? It is Wietse Venema's mail server that started life at IBM research as an alternative to the widely-used Sendmail program. Now
at Google, Wietse continues to support Postfix.

Postfix attempts to be fast, easy to administer, and secure. The outside has a definite Sendmail-ish flavor, but the inside is completely different.

About this website

This website has information about the Postfix source code distribution. Built from source code, Postfix can run on UNIX-like systems including
AIX, BSD, HP-UX, Linux, MacOS X, Solaris, and more.

Postfix is also distributed as ready-to-run code by operating system vendors, appliance vendors, and other providers. Their versions may have
small differences with the software that is described on this website.

https://www.postfix.org/

©
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ubuntu@linucserver:~$ sudo apt install postfix

setting myhostname: linucserver

setting alias maps

setting alias database

changing /etc/mailname to opensourcetech.test
setting myorigin

Postfix DiRTE &SI

setting destinations: $myhostname, opensourcetech.test, linucserver, localhost.localdomain, localhost

setting relayhost:

setting mynetworks: 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128
setting mailbox_size_limit: O

setting recipient_delimiter: +

setting inet_interfaces: all

setting inet_protocols: all

/etc/aliases does not exist, creating it.

WARNING: /etc/aliases exists, but does not have a root alias.

Postfix (main.cf) is now set up with a default configuration. If you need to
make changes, edit /etc/postfix/main.cf (and others) as needed. To view
Postfix configuration values, see postconf(1).

After modifying main.cf, be sure to run 'systemctl reload postfix'".

] Festfin Canfigwatior
Pleass select the mail sarver configuration type that best meets your needs.

No configuration:

Should be chosen to leave the current configuration unchanged.

Internet site:

Mail is sent and received directly using SNTP.

Internet with smarthost:

Mail is received directly using SHTP or by r\nuno a muty such

as fetchmail. Outgoing mail is sent using a

Satellite system:

All -il h sent to another machine, called & ‘smarthost’, for delivery.
Local

The m\y dn\xnnd rail is the mail for local users. Thare is no network.

General type of mail configuration:
No configuration

ZEUS

enterprise

BRTO> T MHIRRESNDDT,

FIERZERL T <

© LPI-Japan / EDUCO all rights reserved.

34



B,
‘a

J

PostfixD&%E & EIE ZtEp[J SS

PostfixdDE&%7E (/etc/postfix/main.cf)

ubuntu@linucserver:~$ cat /etc/postfix/main.cf

smtpd_banner = $myhosthname ESMTP $mail_name (Ubuntu)

biff = no

append_dot_mydomain = no

readme_directory = no

compatibility_level = 2

smtpd_relay_restrictions = permit_mynetworks permit_sasl_authenticated defer_unauth_destination

myhostname = mail.opensourcetech.test - : - - X—)LY—)\D&#i

alias_maps = hash:/etc/aliases

alias_database = hash:/etc/aliases

myorigin = /etc/mailname - - - - RAAL %

mydestination = $myhostname, opensourcetech.test, linucserver, localhost.localdomain, localhost - - - - 93 A—JLJE5%
relayhost =

mynetworks = 192.168.1.0/24 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128 - - - - BBOMBI 1RV bDO—U1E#H
mailbox_size_limit = 0

recipient_delimiter = +

inet_interfaces =all - : - - {ERAISIAI>HA—TIM1R

inet_protocols =all - - - - {EAY3O0I)L

home_mailbox = Maildir/ - : - - X=JLARY I AERDIEE(mboxHX or Maildirfi¢x). dovecotBlERIUICTIHEHD

ubuntu@linucserver:~$ cat /etc/mailname
opensourcetech.test
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postconfOI~< > R
main.cfORAE—ETATEEREZITOEHIY R

postconf -d : £/I\SA—=FDF T A )l MEZZKR

postconf —d /XS A =% : IEE/I\SA-FDF T #)l MEZEK R
postconf -n : T I AL PO BEEETN TR/ SA—-FZERK R
postconf : £/ A—-HFARASZERR

http://www.postfix-ijp.info/trans-2.2/jhtml/postconf.1.html

ubuntu@linucserver:~$ postconf -n

home_mailbox = Maildir/
inet_interfaces = all
inet_protocols = all

mydestination = $myhostname, opensourcetech.test, linucserver, localhost.localdomain, localhost

myhostname = mail.opensourcetech.test
mynetworks = 192.168.1.0/24 127.0.0.0/8 [::ffff:127.0.0.0]/104 [::1]/128

myorigin = /etc/mailname

LinuC © LPI-Japan / EDUCO all rights reserved. 30
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mboxH2=, vs MaildirfiZ =,
main.cfAM “home_mailbox” THEIT D

mboxHZT{
—DDIT7AIVCTA—TFDA—)LT—SF=ZI&iNIT D

ubuntu@linucserver:/var/spool/mail$ Is -1 /var/spool/mail
Irwxrwxrwx 1 root root 7 Aug 24 2021 /var/spool/mail -> ../mail

ubuntu@linucserver:/var/spool/mail$ Is -1 /var/mail

total 8

-FW------- 1 root mail 0 Jul 15 12:42 Maildir
-rW------- 1 matt mail 1656 Jul 30 12:38 matt
-FW------- 1 root mail 0Jul 15 12:41 root
-rW------- 1 ubuntu mail 1381 Jul 30 12:38 ubuntu
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ubuntu@linucserver:/var/spool/mail$ Is -I /home /ubuntu/Maildir/

total 32

drwx------ 2 ubuntu ubuntu 4096 Jul 30 12:45 cur

-rw------- 1 ubuntu ubuntu 387 Jul 30 12:45 dovecot-uidlist

-rw------- 1 ubuntu ubuntu 8 Jul 30 12:44 dovecot-uidvalidity
-r--r--r-- 1 ubuntu ubuntu 0 Jul 30 12:44 dovecot-uidvalidity.62e527bd
-rw------- 1 ubuntu ubuntu 488 Jul 30 12:45 dovecot.index.cache
-rw------- 1 ubuntu ubuntu 856 Jul 30 12:45 dovecot.index.log
-rw------- 1 ubuntu ubuntu 384 Jul 30 12:44 dovecot.list.index.log

drwx------ 2 ubuntu ubuntu 4096 Jul 30 12:45 new
drwx------ 2 ubuntu ubuntu 4096 Jul 30 12:45 tmp

ubuntu@linucserver:/var/spool/mail$ Is /home/ubuntu/Maildir/new
1659188132.Vfd00I41963M502260.linucserver 1659188132.Vfd00I41965M776258.linucserver

ubuntu@linucserver:/var/spool/mail$ cat /home/ubuntu/Maildir/new/1659188132.Vfd00I41965M776258.linucserver
Date: Sat, 30 Jul 2022 22:35:32 +0900

From: ubuntu <ubuntu@opensourcetech.test>

To: ubuntu@opensourcetech.test

Cc: matt@opensourcetech.test

Subject: A BMA—=)LTY

@ BWTEIH? X—EERIBULTET
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ubuntu@linucserver:~$ sudo systemctl start postfix
[sudo] password for ubuntu:

ubuntu@linucserver:~$ systemctl status postfix
® postfix.service - Postfix Mail Transport Agent
Loaded: loaded (/lib/systemd/system/postfix.service; enabled; vendor preset: enabled)
Active: active (exited) since Sat 2022-07-30 12:44:26 UTC; 23min ago
Process: 130923 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 130923 (code=exited, status=0/SUCCESS)

Jul 30 12:44:26 linucserver systemd[1]: Starting Postfix Mail Transport Agent...
Jul 30 12:44:26 linucserver systemd[1]: Finished Postfix Mail Transport Agent.
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POP3/IMAP(CHtIG LTz, A—=ILY—/)\T OS5 L
A —)LDEiX=B >0 > /. MDA(Mail Delivery Agent),

DOVECOT

DOVECOT

Dovecot is an excellent choice for both small and large installations; however, for larger installations we recommend our
commercial solution OX

https://www.dovecot.org/

©
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ubuntu@linucserver:~$ sudo apt install dovecot-common dovecot-imapd dovecot-pop3d

Created symlink /etc/systemd/system/multi-user.target.wants/dovecot.service — /lib/systemd/system/dovecot.service.
dovecot.socket is a disabled or a static unit, not starting it.
Setting up dovecot-imapd (1:2.3.7.2-1ubuntu3.6) ...

Creating config file /etc/dovecot/conf.d/20-imap.conf with new version
Setting up dovecot-pop3d (1:2.3.7.2-1ubuntu3.6) ...

Creating config file /etc/dovecot/conf.d/20-pop3.conf with new version
Processing triggers for ufw (0.36-6) ...

Processing triggers for systemd (245.4-4ubuntu3.15) ...

Processing triggers for man-db (2.9.1-1) ...

Processing triggers for libc-bin (2.31-Oubuntu9.7) ...

Processing triggers for dovecot-core (1:2.3.7.2-1ubuntu3.6) ...
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dovecot.conf + /etc/dovecot/conf.dEE FD*.conf T AL TL\D

ubuntu@linucserver:~$ Is /etc/dovecot
conf.d dovecot-dict-auth.conf.ext dovecot-dict-sqgl.conf.ext dovecot-sgl.conf.ext dovecot.conf private

ubuntu@linucserver:~$ Is /etc/dovecot/conf.d

10-auth.conf 10-tcpwrapper.conf 90-plugin.conf auth-passwdfile.conf.ext
10-director.conf 15-lda.conf 90-quota.conf auth-sqgl.conf.ext
10-logging.conf 15-mailboxes.conf auth-checkpassword.conf.ext auth-static.conf.ext
10-mail.conf 20-imap.conf auth-deny.conf.ext auth-system.conf.ext
10-master.conf 20-pop3.conf auth-dict.conf.ext auth-vpopmail.conf.ext
10-ssl.conf 90-acl.conf auth-master.conf.ext
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ubuntu@linucserver:~$ cat /etc/dovecot/dovecot.conf

linclude_try /usr/share/dovecot/protocols.d/*.protocol

listen=*,:: . - - FERFTA>OE5—TITARIEE

linclude conf.d/*.conf - - - - 1IBEFT«A LI NUROHE DT 71 ILEREEL UTEDIADL
linclude_try local.conf

ubuntu@linucserver:~$ cat /etc/dovecot/conf.d/10-mail.conf
mail_location = maildir:~/Maildir - - + « X—=)LIRY I AFKDIEE(mboxHz or Maildirfizx). postfixlIERAUICTDIHESHD

namespace inbox {
inbox = yes

b
mail_privileged_group = mail

ubuntu@linucserver:~$ cat /etc/dovecot/conf.d/10-ssl.conf
ssl=no - - - -ssIDfEMH

ssl_client_ca_dir = /etc/ssl/certs

ssl_dh = </usr/share/dovecot/dh.pem

ubuntu@linucserver:~$ cat /etc/dovecot/conf.d/10-auth.conf
disable_plaintext_auth =no - - - - BES{EESNTULWRWVWRIEIZFI TSI INESH
@ auth_mechanisms = plain login
LinuC linclude auth-system.conf.ext © LPI-Japan / EDUCO all rights reserved. 44
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https://doc.dovecot.org/configuration _manual/

Configuration Manual

DOVECOT

Navigation ¢ Authentication

¢ Dovecot Config File Syntax
Contents « Dovecot Dictionaries
Settings o FTS (Full Text Search)
Administrative Manual » HAProxy

Guides and tutorials
Mail Location Settings

Configuration Manual
= Authentication

= Dovecot Config File « Namespaces

Syntax ¢ Mailbox Settings
= Dovecot Dictionaries ¢ OS Configuration
« FTS (Full Text Search) « Plugin configurations
« HAProxy ¢ Protocols
= Guides and tutorials e Quota Configuration
= Mail Location Settings « Sieve

= Namespaces

= Mailbox Settings

= OS Configuration

= Plugin configurations

Statistics

e Access Control Lists

e apparmor plugin

« Common configuration

= Protocols : :
sctor i
= Quota Configuration « Diyschor Getings :
Siave » Dovecot SSL configuration

« Dovemon

= Access Control Lists ¢ _Eyent b?xport
» apparmor plugin « Event Filtering
@ « Common (:onr-lguralion « Forwarding parameters in IMAP/POP3/LMTP/SMTP proxying

= Statistics

= Director Settings » General Backend Settings
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ubuntu@linucserver:~$ sudo systemctl start dovecot
[sudo] password for ubuntu:

ubuntu@linucserver:~$ systemctl status dovecot
® dovecot.service - Dovecot IMAP/POP3 email server
Loaded: loaded (/lib/systemd/system/dovecot.service; enabled; vendor preset: enabled)
Active: active (running) since Sat 2022-07-30 12:44:26 UTC; 3h 11min ago
Docs: man:dovecot(1)
http://wiki2.dovecot.org/
Main PID: 130689 (dovecot)
Tasks: 5 (limit: 2274)
Memory: 4.7M
CGroup: /system.slice/dovecot.service
130689 /usr/sbin/dovecot -F
—130913 dovecot/anvil
—130914 dovecot/log
130918 dovecot/config
—130935 dovecot/stats

Jul 30 13:48:37 linucserver dovecot[130914]: pop3-login: Aborted login (no auth attempts in 0 secs): user=<>, >

Jul 30 13:48:57 linucserver dovecot[130914]: pop3-login: Aborted login (no auth attempts in 0 secs): user=<>, >

Jul 30 13:49:20 linucserver auth[131358]: pam_unix(dovecot:auth): Couldn't open /etc/securetty: No such file 0>

Jul 30 13:49:20 linucserver auth[131358]: pam_unix(dovecot:auth): Couldn't open /etc/securetty: No such file 0>

Jul 30 13:49:20 linucserver dovecot[130914]: pop3-login: Login: user=<ubuntu>, method=PLAIN, rip=192.168.1.134>
Jul 30 13:49:21 linucserver dovecot[130914]: pop3(ubuntu)<131359><846eCAbl8dzAgAGG>: Disconnected: Logged out >
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ubuntu@linucserver:~$ mail -f ~/Maildir

"/home/ubuntu/Maildir": 1 message 1 new

>N 1 ubuntu 21/771 FABA—=)LTYT

21

Return-Path: <ubuntu@opensourcetech.test>

X-Original-To: ubuntu@opensourcetech.test

Delivered-To: ubuntu@opensourcetech.test

Received: from DESKTOP-P5K2HP1 (unknown [192.168.1.134])
by mail.opensourcetech.test (Postfix) with SMTP id 1C48A60F96;
Sat, 30 Jul 2022 16:08:44 +0000 (UTC)

Date: Sun, 31 Jul 2022 01:08:43 +0900

From: ubuntu <ubuntu@opensourcetech.test>

To: matt@opensourcetech.test

Cc: ubuntu@opensourcetech.test

Subject: A BMA—=)LTY

Message-Id: <20220731010843.7f0c8b9bd44228190eceab46@opensourcetech.test>

X-Mailer: Sylpheed 3.7.0 (GTK+ 2.24.30; i686-pc-mingw32)

Mime-Version: 1.0

Content-Type: text/plain; charset=1S0-2022-]P

Content-Transfer-Encoding: 7bit

fR<HhVE?

ubuntu <ubuntu@opensourcetech.test>
?q
Held 1 message in /home/ubuntu/Maildir

ZEUS
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ubuntu@linucserver:~$ mail -f ~/Maildir

"/home/ubuntu/Maildir": 1 message 1 new

>N 1 ubuntu 21/771 FABA—=)LTYT

21

Return-Path: <ubuntu@opensourcetech.test>

X-Original-To: ubuntu@opensourcetech.test

Delivered-To: ubuntu@opensourcetech.test

Received: from DESKTOP-P5K2HP1 (unknown [192.168.1.134])
by mail.opensourcetech.test (Postfix) with SMTP id 1C48A60F96;
Sat, 30 Jul 2022 16:08:44 +0000 (UTC)

Date: Sun, 31 Jul 2022 01:08:43 +0900

From: ubuntu <ubuntu@opensourcetech.test>

To: matt@opensourcetech.test

Cc: ubuntu@opensourcetech.test

Subject: A BMA—=)LTY

Message-Id: <20220731010843.7f0c8b9bd44228190eceab46@opensourcetech.test>

X-Mailer: Sylpheed 3.7.0 (GTK+ 2.24.30; i686-pc-mingw32)

Mime-Version: 1.0

Content-Type: text/plain; charset=1S0-2022-]P

Content-Transfer-Encoding: 7bit

fR<HhVE?

ubuntu <ubuntu@opensourcetech.test>
?q
Held 1 message in /home/ubuntu/Maildir
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ubuntu@linucserver:~$ mail -s mailcommandtest matt@opensourcetech.test X X—)L{% & ToD7 RL AIEE

Cc: ubuntu@opensourcetech.test =+ « + « CcODIESE
Hello! - « « « X—)LAEAX

ubuntu@linucserver:~$ mail -f ~/Maildir
"/home/ubuntu/Maildir": 2 messages 1 unread
1 ubuntu 21/771 FARA—=ILTT
>U 2 LinuCserver 14/517 mailcommandtest
?2
Return-Path: <ubuntu@linucserver>
X-Original-To: ubuntu@opensourcetech.test
Delivered-To: ubuntu@opensourcetech.test
Received: by mail.opensourcetech.test (Postfix, from userid 1000)
id BC49261123; Sat, 30 Jul 2022 16:13:30 +0000 (UTC)
Subject: mailcommandtest
To: <matt@opensourcetech.test>
Cc: <ubuntu@opensourcetech.test>
X-Mailer: mail (GNU Mailutils 3.7)
Message-Id: <20220730161330.BC49261123@mail.opensourcetech.test>
Date: Sat, 30 Jul 2022 16:13:30 +0000 (UTC)
From: LinuCserver <ubuntu@linucserver>

Hello!
?q
Held 2 messages in /home/ubuntu/Maildir

@ ZOM, maildY> RICDWTE>UTZER.
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- Thunderbird
https://www.thunderbird.net/ja/

- sylpheed
https://sylpheed.sraoss.jp/ja/

N L

Td\ C‘:_ (2] ubuntu@opensourcetech.test - Sylpheed 3.7.0 - o X
TPMINF) B/EE) FRV) AvE-IM) Y-IL(T) FEC) NLVTH)
G Tz B2T(E | @ | DEK SEE - BLBCEEBEL - BokZi-L A &S
L% TART v R (H 43 7R3

@A (L oepg guA  Bft vl

® Ef%ﬁ M e  FAA-ATT ubuntu  22/07/31(£71B
® X5 mailcommandtest LinuCserve 22/07/31(f178
BER
BEEFD | minbox 1 BER (5178) #i7& 1 iB, R 18, $802 58 (13K8) ~
87

L;:;ta;( " =¥ A: LinuCserver <ubuntu@linucserver> 38 %: <matt@opensourcetech.test> Cc: <ubuntu@opensourcetech.test>

WRFEA—

{$44: mailcommandtest

From: LinuCserver <ubuntu@linucserver>
To: <matt@opensourcetech.test>

Cc: <ubuntu@opensourcetech.test>
Subject: mailcommandtest

Date: Sat, 30 Jul 2022 16:13:30 +0000 (UTC)
X-Mailer: mail (GNU Mailutils 3.7)

Hello!

LinuC © LPI-Japan / EDUCO all rights reserved. 51
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mail.opensourcetech.test
(X—=)LE—/\) on Ubuntu 20.04.3 LTS

postfix(MTA) \) dovecot(MDA)

OX—)Lix{F
(SMTP)

OA—)L={E
(POP3,IMAP)

e e

dA—H—ARX=ILDISAT7> NMUA) 1—H—B(AX—=ILTSA77> K/MUA)
ubuntu@opensourcetech.test matt@opensourcetech.test

LinuC
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PostfixdDTLSE%TE (main.cf)

# TLS parameters
smtpd_tls_cert_file=/etc/ssl/certs/ssl-cert-snakeoil.pem
smtpd_tls_key_file=/etc/ssl/private/ssl-cert-snakeoil.key
smtpd_tls_security_level=may

smtp_tls_CApath=/etc/ssl/certs

smtp_tls_security_level=may
smtp_tls_session_cache_database = btree:${data_directory}/smtp_scache

@ 95
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dovecotdTLSE%E (10-ssl.conf)

ubuntu@linucserver:~$ cat /etc/dovecot/conf.d/10-ssl.conf
##

## SSL settings

##

# SSL/TLS support: yes, no, required. <doc/wiki/SSL.txt>
ssl = yes

# PEM encoded X.509 SSL/TLS certificate and private key. They're opened before
# dropping root privileges, so keep the key file unreadable by anyone but

# root. Included doc/mkcert.sh can be used to easily generate self-signed

# certificate, just make sure to update the domains in dovecot-openssl.cnf
#ssl_cert = </etc/dovecot/private/dovecot.pem

#ssl_key = </etc/dovecot/private/dovecot.key

# If key file is password protected, give the password here. Alternatively
# give it when starting dovecot with -p parameter. Since this file is often

# world-readable, you may want to place this setting instead to a different
# root owned 0600 file by using ssl_key_password = <path.
#ssl_key_password =

# PEM encoded trusted certificate authority. Set this only if you intend to use
# ssl_verify_client_cert=yes. The file should contain the CA certificate(s)

# followed by the matching CRL(s). (e.g. ssl_ca = </etc/ssl/certs/ca.pem)
#ssl_ca =

.@ # Require that CRL check succeeds for client certificates.
LinuC #ssl_require_crl = yes © LPI-Japan / EDUCO all rights reserved. 56
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ubuntu@linucserver:/var/log$ Is

alternatives.log btmp dpkg.log kern.log.4.gz syslog.4.gz
alternatives.log.1  btmp.1 dpkg.log.1  landscape syslog.5.gz
alternatives.log.2.gz cloud-init-output.log dpkg.log.2.gz lastlog syslog.6.gz

apt cloud-init.log faillog mail.log syslog.7.gz

auth.log dist-upgrade installer mail.log.1  ubuntu-advantage.log
auth.log.1 dmesg journal private ubuntu-advantage.log.1
auth.log.2.gz dmesg.0 kern.log syslog ubuntu-advantage.log.2.gz
auth.log.3.gz dmesg.1.gz kern.log.1  syslog.1 unattended-upgrades
auth.log.4.gz dmesg.2.gz kern.log.2.gz syslog.2.gz wtmp

bootstrap.log dmesg.3.gz kern.log.3.gz syslog.3.gz

ubuntu@linucserver:/var/log$ cat mail.log

Jul 30 12:33:59 linucserver postfix/postfix-script[128456]: stopping the Postfix mail system

Jul 30 12:33:59 linucserver postfix/master[105725]: terminating on signal 15

Jul 30 12:34:00 linucserver postfix/postfix-script[128858]: warning: symlink leaves directory: /etc/postfix/./makedefs.out
Jul 30 12:34:01 linucserver postfix/postfix-script[129024]: starting the Postfix mail system

Jul 30 12:34:01 linucserver postfix/master[129026]: daemon started -- version 3.4.13, configuration /etc/postfix

Jul 30 12:34:36 linucserver postfix/smtpd[129032]: connect from unknown[192.168.1.134]

Jul 30 12:34:36 linucserver postfix/smtpd[129032]: 8670460F97: client=unknown[192.168.1.134]

Jul 30 12:34:36 linucserver postfix/cleanup[129038]: 8670460F97: message-
id=<20220730213436.e83ca86d3daa0d2fbd6508b6@opensourcetech.test>
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journalctld~>

ubuntu@linucserver:/var/log/journal$ journalctl -u dovecot

-- Logs begin at Wed 2022-05-04 10:16:41 UTC, end at Sat 2022-07-30 16:17:01 UTC. --

Jul 15 12:18:08 linucserver systemd[1]: Started Dovecot IMAP/POP3 email server.

Jul 15 12:18:08 linucserver dovecot[103408]: master: Dovecot v2.3.7.2 (3c910f64b) starting up for imap, pop3 (>

Jul 15 12:53:45 linucserver dovecot[103423]: pop3-login: Login: user=<ubuntu>, method=PLAIN, rip=192.168.1.134>
Jul 15 12:53:45 linucserver dovecot[103423]: pop3(ubuntu)<106273><YHs6gtfjusDAgGAGG>: Disconnected: Logged out >

ubuntu@linucserver:/var/log/journal$ journalctl -u postfix

-- Logs begin at Wed 2022-05-04 10:16:41 UTC, end at Sat 2022-07-30 16:17:01 UTC. --
Jul 30 12:37:55 linucserver systemd[1]: Starting Postfix Mail Transport Agent...

Jul 30 12:37:55 linucserver systemd[1]: Finished Postfix Mail Transport Agent.

Jul 30 12:44:24 linucserver systemd[1]: postfix.service: Succeeded.

Jul 30 12:44:24 linucserver systemd[1]: Stopped Postfix Mail Transport Agent.

Jul 30 12:44:24 linucserver systemd[1]: Stopping Postfix Mail Transport Agent...

Jul 30 12:44:26 linucserver systemd[1]: Starting Postfix Mail Transport Agent...

Jul 30 12:44:26 linucserver systemd[1]: Finished Postfix Mail Transport Agent.
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https://linuc.org/study/samples/index/s/2 10/

LinuCL-~)L2 20256

FRE2.100DBNRE & f##Ex

I EEE5 EEZES CXB

2.10.1 PostfixDESE & S >
LinuCL~NJL 2 20288800 ERE8E NS 2.10.1 PostlixDGEEEIR] (CDODVWTOBIEZRRENTHE
7,

Postfix CX—)LZ2O—HILEGX T DIEHDREICDODVWTHERLTHEFELL S,

20214088278
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Thank you for join today’s seminar!

https.//www.opensourcetech.tokyo/
https://twitter.com/matt_zeus

https://www.facebook.com/takahiro.kujirai. 1

LinuC © LPI-Japan / EDUCO all rights reserved. 64



