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DualStack(IPv4 & IPv6)MDkubernetes? =5 X~ —#&%&(v1.26.00 - ubuntu22.04)
https://www.opensourcetech.tokyo/entry/20230314/1678782139

MetalLB & Service(type:LoadBalancer) (C K BHEBT S 1 77> hAD Y — E X2 B (kubernetes v1.26.00 on ubuntu22.04)
https://www.opensourcetech.tokyo/entry/20230316/1678966960

NGINX Ingress Controller + Ingressic K& —E X2k (kubernetes v1.26)
https://www.opensourcetech.tokyo/entry/20230317/1679054672

nginx 1> 7 (Pod)M > 5>V (index.html)%Z ConfigMap izt - E#19 B (kubernetes)
https://www.opensourcetech.tokyo/entry/20230319/1679224123

kubectl top <> RZZEH I D (metrics-serverMEA)
https://www.opensourcetech.tokyo/entry/20230326/1679832639 .! k b
kubernetes(Cd5(F 2 Pod \DERI D EATLDMEER (Service/DeploymentiXH) u e r n e te S

https://www.opensourcetech.tokyo/entry/20230326/1679837870

B (E. kubernetesz K<fi>TZFE9 |

kube-proxyd®modeZiptableshSipvs(CZEET S [=]4F% [=]
https://www.opensourcetech.tokyo/entry/20230327/1679919167 T -E
kubernetes dashboardz{£> [=];

https://www.opensourcetech.tokyo/entry/20230329/1680093328

Network Policy(C k2 ST v UHliEl(kubernetes)
https://www.opensourcetech.tokyo/entry/20230331/1680263776
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LinuC Level1ztER ZEUS

10158 1025t5R

1.01 : Linux®@1 > A =)LEARIEYS > - D27 FDFA 1.06 : S TILBKUPRIVUT ~
1.01.1Linux®dD- > X b—JL. g, &5, Uk EELE 1.06.1> T)UIRIBOHRIYA X
1.01.2{R3E<X> > - OOl EF)A 10625, T Z21) T K
1.01.37— Ot X &systemd 1.07 : R D —DDEH
1.01.470O D4R, BEfR. #87T 1.07.11 >4 —xv 70O M JJLOERE
1.01.57 X b TIREDOFIF 1.07. 2EARRRY ND— &Rk

1.02: 714l - 7«4 LU MJDIRIESEIR 1.07. 38R Y FD—DDRERRR
1.02177AILOFRBEE/\—=Zv> 3> 1.07.40>4 7> MUIODNSERTE
1.02.2EARNIR T 7 1 )V ERDEIT 1.08 : > A7 LAEEE
1.02.3/\—=RU>OESRUNY OIS 1.08.177h0> hEIR
1.02.47 7 1)L DELE &S 1RZR 1.08.2>3J R >a—-U>d

1.03 : GNU&UnixodIY > R 1.08.30—H>1tE—>3> CEERL
1.03.10Y> RSA > Dg/E 1.09 : EERSXFTLAY—EX
1.03.20 1)L ZFE>Te7F A A MU —LADULIE 1.09.1> X LA DEE
1.03.3AKRYU—A I\14T, USFAL D bDER 1.09.2> X5 L0040
1.034IEMRFRIBZFERAUIETFA NI 71 )LOWRER 1.09.3XA—)LEGXT—>1 > MMTA)DER
1.03.5I5 « A&E> EEANRR D 7 1 )UIREDEIT 1.10: t+a2YU5F+

1.04 : YRS hU &Ny o —ER 1.10.1 1 U5+ EREFEDOEN
1.04.1apt OVY > RICKBD/N\vo—EE 1.10.27R XA bDOtF 21 UFT A KE
1.04.2Debian/\w o — &R 1.10.3ELICKDT—FDIRE
1.04.3yumI~X > RICKD/N\vo—FE 1.10.4057 RttxtFa1 VU1 DERE
1.04.4RPM/)\w & —EIE 1.11: A—TF>YV -0t

1.05: /)\—=ROx7, 4D, )I\—=F1>3>,. TJ7AILRAFT A 1.111A-T>V-RofizsEo1t> X
1.112A—T>YV—-XOAZ1 =57« TS RXFT A
1.05.1)\— RO x POEBERH E8F
1.05.2)\—= RF 4 RODLATIEN—F0>3T3>
1.05.3T77AMILE AT LDERKREEIR, YO b
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LinuC © LPI-Japan / EDUCO all rights reserved. 13



https://linuc.org/linuc1/range/101.html
https://linuc.org/linuc2/range/202.html
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201588 20251 8%
2.01 : S XF DB ELinuxh—=R)L 2.07 : RY ND—=0051477> hDOEIR
2.01.1 J— Ot XEGRUB 2.07.1 DHCPHY—/)\—DisTE L EIE

2.01.2 ST AEREDHRIITA X 2.07.2 PAM:Z:
2.01.3 Linux h—=X)L D& EZR 2.07.3 LDAPO =1 77> bOFRAFGE
2.01.4 Linuxf—=>J)L>> ) 1)L 2.07.4 OpenLDAPHY—)\—DETE
2.01.5 h—RILETHICBITDE iict NSO a—Fa>0 2.08 : RAA > R—LAH—)\—

2.02: J7AIZ AT LAERA L —DEE 2.08.1 BINDDSTE S EIE
2.02.1 J7AIZAFTLADEEEL DT> b 2.08.2 V- IEHROER
2.02.2 J7AIL AT LADER 2.08.3 T+ 1 7712DNSH—/)\—D=EIR
2. 02 3 mIEN 1 —AXR— v DOIRTEEER 2.09 : HTTPH—/\—<& O+ —)(—

5% 2.09.1 Apache HTTPHY —/\—D&TFE & EIR

2 03 1 BRIy D —TERk 2.09.2 OpenSSLEHTTPSODEKTE
2.03.2 BERRY NDJ—TWEK 2.09.3 nginxM:i&TE & EiE
2.03.3 v NI — I DEFAFR 2.09.4 SquidDETE & EIE

2.04 : S AT LADRTFEEREIR 2.10 : EFA-ILH—EX
2.04.1 makelCLBY—RXOA—RMSDEILREA A R=IL 2.10.1 PostfixD:&TE & EBIE
2.04.2 )\wOoT7vTEUR KT 2.10.2 DovecotD:iSE & EIR
2.04.3 1—HA\D&A 2.11: J7AI)ILHEBY—-EX
2.04.4 VY — {ERIKRDIESR 2.11.1 Samba®DisE L EIE
2.04.5 FESREEAR. UV —XEEH., ERERY—-IL 2.11.2 NFSH—)\—DE&TE LB
2.04.6 XA IERKY —IL 212 : S RXFLOTFa1UF+

2.05 : {RAE(E—/)(— 2.12.1 iptables ¥ firewalld (CKB/\Tw KT ILF) >
2.05.1 {RFE~N > > DA EKVM 2.12.2 OpenSSH H—/\—MDHE & E1E
2.05.2 fRABS > DIFRE & BT 2.12.3 OpenVPNDERTE & EHE

2.06: >77F 2.12.4 tFa1 V51 EFH
2.06.1 OA>FFDLEH 213 : S RFT LT —FFITOF v
2.06.2 Dockerd>5F O FTFAA—DEIR 2.13.1 AT LADEIRAT

2132 Fv)\SF4 TS0 ERT—SEUF 1 DR
2.13.3 V5O RY—EX LD XFTLERK
https://linuc.org/linuc2/range/201.html 2.13.4 HEWRS AT LT —F50F v
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2.03.1 EXRMIRZwY NDO—2O8ERk

5EE 3
B

2w ND—=DF)\A RZHEL. BRFLTEFEROO—-HILRY NI—T ERERY D —D(CERTED,
E=2 i

Ethernetrw NDO—0A4 25T T A RZEKESSIMEIET D, T IAILNL— RDEREZSD.
ip, ifconfig, route, arp, nmcli

iRy MO —DUZEMT D,
iw, iwconfig, iwlist
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2.03.2 @ERTRY NDO—TiERk
5EE 3

S
EEOY TRy MORBREN TE B, TNICHIL—IHEDRECSENS.
oy RD—IDREZBH TS,
Fy RD—ODF/ A R, BEREREZDITE S,

AFifH

W= 07—V &BEIET D 1—FT1UT+
ip, route

IPOAD— RZFRELUTIL—SFHEeZzEERKIT Do
/etc/sysctl.conf, sysctl

2V ND—=OF)\A ADREZ DN ITDI1—F7T« UT+
ip, ifconfig

TCP/IPODBEIREEN> NS T4 w O ZERB KU I D1 —FT 1 UT+«
ping, ping6, netcat(nc, ncat), tcpdump, nmap, ss, netstat
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NSOV 21— hOESHTHS(OSIZERESIL)

ZEUS

enterprise

ENY

Layer? IV —2 3 s
Layer6 JLt>r—>3>E
Layer5 v 3=

Layer4 NS> AR— NE
Layer3 Y NIJ—=DJE
Layer2 =AU DfE
Layerl YIEE

R— hES(TCP/UDP7RE)
IP77 RL-R

MACY” RL-X(ARP)

PR A5 77

ST 1—BME
TOREENS !
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Mk iR ZEUS

IP77 L X D1EFE

- IPv4(32bits. 10#EZTIER)
0.0.0.0 ~ 255.255.255.255D&H

JS54/NR—k :10.0.0.0 ~ 10.255.255.255(/8)
172.16.0.0 ~ 172.31.255.255(/12)
192.168.0.0 ~ 192.168.255.255(/16)
%RFC1918 https://www.rfc-editor.org/rfc/rfc1918

- IPv6(128bits. 16EH CTER)
0000.0000.0000.0000.0000.0000.0000.0000 ~ ffff. FFFf. FFFF. FFFF. FFFF. FFFF. FFFF. FRFFOD BT

2J0—)VUL A=Fv AR RLX
U>2o0—)0 A=Fv A7 RL R X)L—FZB XA N THI A
dA——200—H)L A”"Fv A7 RL X %[E—LANRNDH CTHIH

Qg

GPV4(or IPV6) D+ D [ehERk = A

fe80 0:27ff:fel6:5fac/64 SingleStack.

“ IPv4/IP = 1B

- EHT 30D EEEN TS \ )

© LPI-Japan / EDUCO all rights reserved. 25
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T ZEUS

MACJ” kL X (48ibts . 16EECZFREL)
08:00:27:70:df:8a

B 24bits(08:00:27)(&. XA —-0—R
https://qgist.github.com/aallan/b4bb86db86079509e6159810ae9bd3e4

List of MAC addresses with vendors identities

002000 Officially Xerox
000001 Super
200082 BBN (
000003 XEROX
008004 XEROX CORPORATION
002085 XEROX CORPORATION
900006 XEROX CORPORATION
008007 XEROX CORPORATION
oeaees
000009
ECTRONICS C€O.

RPORATION
oeaeac
002080 FIBRONICS LTD.

B080RE Fujitsu

00000F Next

208010

000011

000012 ON TECHNOLOGY LIMITED
000013

200014 Netronix

@eee1s Datapoint Corporation

900016 DU PONT PIXEL SYSTEMS

000017 Oracle

00018 Webster Computer Corporation Appletalk/Ethernet Gateway
200019 AP ED DYNAMICS INTERNATIONAL
00001A AMD

#¥24bits(70:df:8a)(d. N2AF—NTEEHNRWN—E
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&
2.03.1 EXRMIRZwY NDO—2O8ERk

5EE 3
B

2w ND—=DF)\A RZHEL. BRFLTEFEROO—-HILRY NI—T ERERY D —D(CERTED,
E=2 i

Ethernetrw NDO—0A4 25T T A RZEKESSIMEIET D, T IAILNL— RDEREZSD.
ip, ifconfig, route, arp, nmcli

iRy MO —DUZEMT D,
iw, iwconfig, iwlist
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\ _ (%FBTBTFAARNIEI—>3>(CLOT. )
IPJ7 I~ L R ODHESE FI4)L NCREENTWEITY RIARAS

ubuntu@ubuntuserver:~$ ip addr show

XIPV6IC DT I,
_ FIAI NTEEEENTVNDZ ENHDD )

2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qgdisc fg_codel state UP group default
glen 1000
link/ether 08:00:27:16:5f:ac brd ff:ff: ff:ff:ff:ff
inet 192.168.1.111/24 metric 100 brd 192.168.1.255 scope global dynamic enp0s3
valid_Ift 6284sec preferred_|Ift 6284sec
ineté 240f:32:57b8:1:a00:27ff:fel16:5fac/64 scope global dynamic mngtmpaddr noprefixroute
valid_Ift 298sec preferred_|Ift 298sec
inet6 fe80::a00:27ff:fel16:5fac/64 scope link
valid_Ift forever preferred_Ift forever

[root@localhost ~]# ifconfig

enp0s3: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.140 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 240f:32:57b8:1:5e06:7ace:4d2e:3456 prefixlen 64 scopeid 0xO0<global>
inet6 fe80::81ce:flca:2a63:fbf3 prefixlen 64 scopeid 0x20<Ilink>
ether 08:00:27:70:df:8a txqueuelen 1000 (Ethernet)
RX packets 232 bytes 19508 (19.0 KiB)
RX errors O dropped O overruns 0 frame O

@ TX packets 142 bytes 15387 (15.0 KiB)

TX errors O dropped 0 overruns O carrier O collisions 0
LinuC © LPI-Japan / EDUCO all rights reserved. 29
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IP77 KL R DHEER GPT RL BB, A
- MTU
- DNS#%
[root@localhost ~]# nmcli device show - J)L—F+a 25
GENERAL.DEVICE: enp0s3 . ~ _ | pat
GENERAL.TYPE: ethernet 25— TAADIRE
GENERAL.HWADDR: 08:00:27:70:DF:8A T& ENERAEUILD
GENERAL.MTU: 1500 \ /
GENERAL.STATE: 100 (EHDBH)
GENERAL.CONNECTION: enp0s3
GENERAL.CON-PATH: /org/freedesktop/NetworkManager/ActiveConnection/1
WIRED-PROPERTIES.CARRIER: T
IP4.ADDRESSJ[1]: 192.168.1.140/24
IP4.GATEWAY: 192.168.1.1
IP4.ROUTE[1]: dst = 0.0.0.0/0, nh = 192.168.1.1, mt = 100
IP4.ROUTE[2]: dst = 192.168.1.0/24, nh = 0.0.0.0, mt = 100
IP4.DNS[1]: 8.8.8.8
IP4.DNS[2]: 8.8.4.4
IP6.ADDRESSJ[1]: 240f:32:57b8:1:5e06:7ace:4d2e:3456/64
IP6.ADDRESS[2]: fe80::81ce:flca:2a63:fbf3/64
IP6.GATEWAY: fe80::6ee4:daff:fedd: 7400
IP6.ROUTE[1]: dst = 240f:32:57b8:1::/64, nh = ::, mt = 100
IP6.ROUTE[2]: dst = ::/0, nh = fe80::6ee4:daff:fedd: 7400, mt = 100
IP6.ROUTE[3]: dst = ff00::/8, nh = ::, mt = 256, table=255

IP6.ROUTE[4]: dst = fe80::/64, nh = ::, mt = 100.
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IPJ7 R L AD— Y 78E A
[root@localhost ~]# ifconfig enp0s3 192.168.1.140 netmask 255.255.255.0

[root@localhost ~]# ip addr add 192.168.1.140/255.255.255.0 dev enp0s3
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IPV7 KL ADIEBARIRERA
[root@localhost ~]# nmcli ¢ modify enp0s3 ipv4.method manual ipv4.addresses "192.168.1.140/24"

[root@localhost ~]# vi /etc/sysconfig/network-scripts/ifcfg-enp0s3

[root@localhost ~]# cat /etc/sysconfig/network-scripts/ifcfg-enp0s3
TYPE=Ethernet

PROXY_METHOD=none

BROWSER_ONLY=no

BOOTPROTO=none -+ - - - "static”& 528 L CEHEOK., DHCPZESIZE S "dhcp” E5EEET D

NAME:enpOSB
UUID=22e3cla4-ff0e-4c3e-bacd-d75d719e367a
DEVICE=enp0s3

ONBOOT=yes - - - - OSEHEF(CFIFIDINEDH
IPADDR=192.168.1.140 - - - - IPv4D7 RL XIETE
PREFIX=24+ - « - LI wOR(TTHRY NI RXD)EE
GATEWAY=192.168.1.1- + + - 5— NI AIETFE
DNS1=8.8.8.8 - - - - {B5%DNSH—/UEE
DNS2=8.8.4.4 - - - - H>4SUDNSH—/UETFE

[root@localhost ~]# systemctl restart network
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How to Configure Networking on Ubuntu with Netplan
https://vitux.com/how-to-configure-networking-with-netplan-on-ubuntu/
https://netplan.readthedocs.io/en/stable/tutorials/

tin@ubuntu: /
File Edit View Search Terminal Help

GNU nano 2.9.3 /etc/netplan/01-network-manager-all.yaml

network:
version: 2
renderer: NetworkManager
ethernets:
ens33:

dhcpd: no

addresses: [192.168.72.150/24]
gateway4: 192.168.72.2
nameservers:

addresses: [8.8.8.8,8.8.4.4]

Get Help § Write Out @i Where Is { Cut Text @B Justify
{ Exit y Read File g Replace Uncut Text @] To Spell
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enterprise

ARPODHESR

ubuntu@ubuntuserver:~$ arp -a
?(192.168.1.123) at 7c:b2:7d:de:c2:f9 [ether] on enp0s3 EhEM TSN TLD

? (192.168.1.113) at 16:27:f5:0a:2d:01 [ether] on enp0s3 IP7RLXEMACT RLZAD—EHER
_gateway (192.168.1.1) at 74:da:88:e6:b3:f8 [ether] on enp0s3.

ARPDD &0

OARPUZTZ ~
(JO—RFvAXN)
e [IP7 RLADELWTT ! | / el =
— -

—
@ARPU TS+

DHCPH—/{(JL— (L=FvAF)
I [X.X.X.xZ{ED>T! ]

LinuC
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[root@localhost ~]# route
Kernel IP routing table

Destination  Gateway Genmask Flags Metric Ref Use Iface
default gateway 0.0.0.0 UG 100 O 0 enp0s3
192.168.1.0 0.0.0.0 255.255.255.0 U 100 O 0 enp0s3

[root@localhost ~]# ip route show
default via 192.168.1.1 dev enp0s3 proto static metric 100

192.168.1.0/24 dev enp0s3 proto kernel scope link src 192.168.1.140 metric 100

[root@localhost ~]# nmcli c show enp0s3

connection.id: enp0s3
ipv4.method: manual
ipv4.dns: 8.8.8.8,8.8.4.4

ipv4.dns-search:
ipv4.dns-options:

ipv4.dns-priority: 0
ipv4.addresses: 192.168.1.140/24
@ ipv4.gateway: 192.168.1.1
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[root@localhost ~]# route add default gw 192.168.1.1

[root@localhost ~]# cat /etc/sysconfig/network-scripts/ifcfg-enp0s3

GATEWAY=192.168.1.1+ + + - &— NIOTAIEE
DNS1=8.8.8.8 - - - - B5%DNSHY—/4ETE
DNS2=8.8.4.4 - - - - &TH>SFUDNSH—/)48E

[root@localhost ~]# systemctl restart network

[root@localhost ~]# nmcli connection modify enp0s3 ipv4.gateway "192.168.1.1"
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Linux(CEHRELANGYTE

iwdY> R
- HERLANSS EDMWESRZCIRIEZ I D
https://linux.die.net/man/8/iw

iwlist ¥ > K
-« EERLANT )\ A THAN U B LANIBIROR RN E
https://linux.die.net/man/8/iwlist

iwconfig A< > R
- - HIRLANGEEZ T D

https://linux.die.net/man/8/iwconfig

Ubuntu 22.04 CDwi-fiz%7E (netplan)
https://www.opensourcetech.tokyo/entry/20230218/1676723684

Refitifgas ZEUS

enterprise

ubuntu@kvm2ubuntu:/etc/netplan$ cat 00-installer-config-wifi.yaml
# This is the network config written by 'subiquity'
network:
wifis:
wlx00029e4bbb7f:
access-points:
myaccesspoint:
password: "myappassword"
addresses:
- 192.168.100.12/24
gateway4: 192.168.100.1
nameservers:
addresses:
- 8.8.8.8
- 8.8.4.4
- 192.168.100.1

search: []
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8 ——
2.03.2 @ERTRY NDO—TiERk
5EE 3

S
EEOY TRy MORBREN TE B, TNICHIL—IHEDRECSENS.
oy RD—IDREZBH TS,
Fy RD—ODF/ A R, BEREREZDITE S,

AFifH

W= 07—V &BEIET D 1—FT1UT+
ip, route

IPOAD— RZFRELUTIL—SFHEeZzEERKIT Do
/etc/sysctl.conf, sysctl

2V ND—=OF)\A ADREZ DN ITDI1—F7T« UT+
ip, ifconfig

TCP/IPODBEIREEN> NS T4 w O ZERB KU I D1 —FT 1 UT+«
ping, ping6, netcat(nc, ncat), tcpdump, nmap, ss, netstat
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192.168.100.0/24 192.168.101.0/24

| ethl
192.168.101.254

ethO
192.168.100.254

I« D ZRTIRE
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/etc/sysctl.conf, sysctl = H—FRILI\SA—FDRRVPEEZT D

kubeuser@master01:~$ cat /etc/sysctl.d/k8s.conf
net.ipv4.ip_forward = 1
net.ipv6.conf.all.forwarding = 1

T IAI I\‘C‘(iﬂ&ﬂ(O)tf{j CWLBDTC,
kubeuser@master01:~$ sudo sysctl --system BIME(D)CEET DENDD

* Applying /etc/sysctl.d/k8s.conf ...
net.bridge.bridge-nf-call-ip6tables = 1
net.bridge.bridge-nf-call-iptables = 1
net.ipv4.ip_forward = 1
net.ipv6.conf.all.forwarding = 1

« Applying /etc/sysctl.conf ...

kubeuser@master01:~$ sudo sysctl -a

@ net.ipv4.ip_forward = 1
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kubernetesiq & DGR T (FHE
192.168.1.0/24 8MDPCEEEEE B T=5HDNW

Master/ — K1

X528 —EE

Master/ — K2

X5 RAR— B

Master/ — K3

Xy 7 AR —ER

Worker/ — K1 A7 TV —2 3 & EFESE S /28DNW
¥ 2> 7 7 (Pod)#R{EHE 15 Pod j\ W I\ rl— 7
ﬁ
o= > 10.0.0.0/16

Worker/ — K2

¥ 0> 7 7 (Pod) BR{BH BRI
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ping/ping6

kubeuser@master01:~$ ping -c 4 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttI=57 time=4.46 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttI=57 time=4.67 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttI=57 time=4.60 ms
64 bytes from 8.8.8.8: icmp_seq=4 ttI=57 time=4.32 ms

--- 8.8.8.8 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 4.324/4.513/4.672/0.133 ms

kubeuser@master01:~$ ping6 -c 4 2a05:d014:edb:5704::6

PING 2a05:d014:edb:5704::6(2a05:d014:edb:5704::6) 56 data bytes
64 bytes from 2a05:d014:edb:5704::6: icmp_seq=1 ttI=43 time=248 ms
64 bytes from 2a05:d014:edb:5704::6: icmp_seq=2 ttI=43 time=248 ms
64 bytes from 2a05:d014:edb:5704::6: icmp_seq=3 ttI=43 time=249 ms
64 bytes from 2a05:d014:edb:5704::6: icmp_seq=4 ttI=43 time=249 ms

O\O\O\O\

--- 2a05:d014:edb:5704::6 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3000ms
rtt min/avg/max/mdev = 247.655/248.354/249.284/0.621 ms

©
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tcpdump = J\WUwY hEFEvYITFVIVR

ubuntu@ubuntuserver:~$ sudo tcpdump -i enp0s3 icmp

tcpdump: verbose output suppressed, use -v[v]... for full protocol decode

listening on enp0s3, link-type EN10MB (Ethernet), snapshot length 262144 bytes

05:44:10.792774 1P 192.168.1.140 > ubuntuserver2: ICMP echo request, id 1550, seq 1, length 64
05:44:10.792828 IP ubuntuserver2 > 192.168.1.140: ICMP echo reply, id 1550, seq 1, length 64
05:44:11.794747 1P 192.168.1.140 > ubuntuserver2: ICMP echo request, id 1550, seq 2, length 64
05:44:11.794780 IP ubuntuserver2 > 192.168.1.140: ICMP echo reply, id 1550, seq 2, length 64
NC

4 packets captured

4 packets received by filter

0 packets dropped by kernel

4 )
2V —EFRALGVEREDOTHH ASNBIOTEER
BRATICIEBERBRICEATZHE(H  ICMPYhttpd®DED® 7 TUT— a3 EED

\E(D.J:ﬁt.tad)h\ TCP/UDP-IP-ARPLEE)NisZA
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BTSSR

wireshark GUID/\ Y v TFvwW—)L

M i = a X
JMMIWF) WEE) ERV) BEG FrIFvO oA REHS) |E(y ®HEW) VM ALIH)
Adm® mARPIG=2=FLES = QQAQET
BRI Ctr %% R B3+
No. Time Source Destination Protoco! Length Info =
r 1 0.000000 192.168.1.124 203.211.199.120 TLSv1.2 1045 Application Data |
2 0.013278 203.211.199.120 192.168.1.124 TLSv1.2 286 Application Data

3 0.034918 192.168.1.124 203.211.199.120 TLSv1.2 1066 Application Data

192.168.1.124
203,211.199.120

| 24 N

290 Application Data
1065 Application Data

TLSv1.2
TLSv1.2

203.211.199.120
192,168.1.124

5 0.0845973
6 0.046550

8 0.051308 192.168.1.124 203.211.199.120 TCP 54 60951 -+ 443 ACK Seq=1 Ack=1 Win=262656 Len=0

9 0.055915 192.168.1.124 203.211.199.120 TLSv1.2 634 Client Hello

10 0.063507 203.211.199.120 192.168.1.124 TLSv1.2 290 Application Data

11 0.069240 203.211.199.120 192.168.1.124 TcP 54 443 » 60951 [ACK] Seq=1 Ack=581 Win=30720 Len=@

12 0.070705 203.211.199.120 192.168.1.124 TLSv1.2 210 Server Hello, Change Cipher Spec, Encrypted Handshake —

————_——_—_—_——A_—_——
> Frame 1: 1045 bytes on wire (8360 bits), 1045 bytes captured (8360 0000 74 da 88 e6 b3 f8 7c b2 7d de c2 f9 @8 00 45 00 t . .
> Ethernet II, Src: IntelCor_de:c2:f9 (7c:b2:7d:de:c2:f9), Dst: Tp-Li 0010 [ZHEF dd 5c 40 00 80 66 c4 23 co a8 @1 7c cb d3 [ \@ - -#-- |
> Internet Protocol Version 4, Src: 192.168.1.124, Dst: 203.211.199.18 9920 7 78 ee 07 01 bb 6d 1a 81 al e2 5f a@ b8 50 18  -x---m- ---_--P:

v Transmission Control Protocol, Src Port: 60935, Dst Port: 443, Seq: gg g; g: :g gg g? ;; g: 313: g: g: :3 ?g gg g? g: Ni77f ' '15

et
m

30Ubce Pork; 00935 0050 9f e3 d1 63 Ob b@ 38 96 23 10 e7 8c fa 9f 9e 39 - --C: B # .- -9
Destinatlon port::4ss 0060 fd 86 2e e7 1b c6 a3 56 ©7 b6 e9 bb 1d 3f 1 8d Y ?
[Stream index: @] 007G e4 b5 cc bo 2e 7c ef 41 d3 bc fd ©3 46 9f 63 75 ----.|-A ----F-cu
[Conversation completeness: Incomplete (8)] 0080 33 ce 9b 71 8e 3f 86 19 bf 92 85 4b 9a 11 43 dd 3.-q-? K- C
[TCP Segment Len: 991] 0290 b8 f2 5¢c c1 1e 38 bb 91 1e 3b 94 79 1e 3a b2 ea \++8:e 5oyets
Sequence Number: 1 (relative sequence number) 0oa8 e5 c2 d8 b3 19 87 7d 17 bl ed 63 d7 5f 6@ cf da - ----- } e
Sequence Number (raw): 1830453665 oobe 2d db 9¢c b7 08 7e 91 aa 65 93 eb ff 65 04 @c eb - S TR - R - T

e8 91 cd 82 9b e6 7b 3e 36 c7 95 4d b4 45 cc a8 ~{> 6--M-E-
dl 76 49 49 76 ed 32 ea 2d a6 6a 07 6d da 3d 91 viIv-2: =-j-m-=
cd 7e 77 d3 b5 51 b3 41 76 4e a4 98 do 6e ec Oc ~W- QA VN--n-
30 cO ea 45 49 d9 8f 42 45 c1 9a 65 35 26 d8 53 @ -EI--B E--e5&'S

[Next Sequence Number: 992 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 3797917880

0101 .... = Header Length: 20 bytes (5) 0100 be 61 9f a@ 37 9 d0 a3 cc 2e 58 al @4 17 ba 92  -a--7--- -.X--
> Flags: 0x018 (PSH, ACK) 0116 2c d5 3e 78 41 €9 69 18 3 b5 9b ¢2 79 86 27 4c  ,->XA-i yo'L
Window: 1626 0120 78 6C @9 06 68 63 86 d7 bd dl 1c 65 1f cf 85 17 x1--hc- e
[Calculated window size: 1026] 0130 @a bf 3a 79 29 05 6d 56 e3 35 bf 66 70 27 d9 ed coty)emv -S-fp'.-
[Window size scaling factor: -1 (unknown)] @140 ¢5 33 77 8d 76 7c 2c f6 52 15 61 al 79 9b 5¢ ab 3w-v],- Reay-\-
Checksum: @x@4ad [unverified] 0150 ff 4f od 09 f4 03 41 c8 8 85 2f b6 8c 4f bb b5 0 -A /-0
[Checksum Status: Unverified] @166 6c 15 13 19 f5 65 fc 89 da 62 60 a2 00 @d 8c 4d 1----e-- b ---:M
Urgent Pointer: @ ) 63 3a fb 8e fb 81 d2 69 66 1f 75 71 35 73 43 43  c: i f-ugsscc
90 ad ab 0d cO 88 bl 2e bb f9 05 42 02 be b4 95 ceereny B

© 7 wireshark Wi-FiYHIG31 peapng

tepdumpZFI BT 2DERBRDAEGE (X428

IV REE 184 - TR B4 (100.0%) | 70274V Default

ZEUS

enterprise

© LPI-Japan / EDUCO all rights reserved.

45



T ZEUS

nmap

MWERIPY RL AT ESNTWVWDR— bO—EHERIRE

ubuntu@ubuntuserver:~$ nmap 192.168.1.140

Starting Nmap 7.80 ( https://nmap.org ) at 2023-04-17 05:40 UTC
Nmap scan report for 192.168.1.140

Host is up (0.0040s latency).

Not shown: 984 closed ports

STATE SERVICE

PORT
21/tcp
22/tcp
25/tcp
53/tcp
80/tcp
110/tcp
111/tcp
143/tcp
465/tcp
587/tcp
993/tcp
995/tcp

2030/tcp open
3306/tcp open
8009/tcp open
8080/tcp open

open
open
open
open
open
open
open
open
open
open
open
open

ftp
ssh
smtp

domain FE—NWACEERBEGIP7 FLA—BERBELGEEF
http3 YATLIERAUVEREEDN Y — ) WEHERASEICMHE D
pPop
rpcbind
imap
smtps
submission
imaps
pop3s
device2
mysq|l
ajpl3
http-proxy

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
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ss/netstat = RTBENMTONTWNDI> M) —Z2FK
[root@localhost ~]# ss -tanp
State Recv-Q Send-Q Local Address:Port Peer Address:Port
LISTEN O 100 *:465 * ok
users:(("master",pid=1278,fd=22))
ESTAB 0 0 192.168.1.140:22 192.168.1.124:60596
users:(("sshd",pid=1387,fd=3))
LISTEN O 10 [::1]:53 [::]:%
users:(("named",pid=937,fd=23))
LISTEN O 9 [::]:21 [::]:% users:(("pure-
ftpd",pid=922,fd=5))
LISTEN O 128 [::]:22 [::]:%
users:(("sshd",pid=866,fd=4))
LISTEN O 100 [::]:25 [::]:%

users:(("master",pid=1278,fd=14))

users:(("httpd",pid=947,fd=4),("httpd",pid=946,fd=4),("httpd",pid=945,fd=4),("httpd", pid=944,fd=4))
LISTEN O 100 [::]:465 [::]:%
users:(("master",pid=1278,fd=23))
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2.03.3 v D —UDRIERFR
5EE 3

B
—AgBIRRY MO —TERTEICH T IREZTREL TR TE .
NI BERNIREE DT 7 MILOMEE IV RIET DAHEZTEND.

FFifH
v ND—DDEEE(CRET DBIRZEIGS I D,
hostname, /etc/hostname, /etc/hosts, /etc/resolv.conf, nmcli, ip
Y NI —ODBERIEOBBEZE U CHRT D,
traceroute, traceroute6, ip, route, mtr
IN— RO T 7DRHEHEFAICET DIFHRZEIG I Do
dmesg, /var/log/syslogd &T}/var/log/messagesik EDS A5 /LADOT T 7 A ILE KU systemd D —F )L
S AT LOPEE D 7 1)L EEDAE (systemd)
NetworkManagerd KUENHRY RO —TRE (CRIFITEE(CDWVWTHID TLVB,
/etc/network/, /etc/sysconfig/network-scripts/
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hostname. /etc/hostname = BBDO/RANGRZHE. TR
ubuntu@ubuntuserver:~$ man hostname

HOSTNAME(1) Linux Programmer's Manual
HOSTNAME(1)

NAME

hostname - show or set the system's host name

domainname - show or set the system's NIS/YP domain name
ypdomainname - show or set the system's NIS/YP domain name
nisdomainname - show or set the system's NIS/YP domain name
dnsdomainname - show the system's DNS domain name

ubuntu@ubuntuserver:~$ hosthname
ubuntuserver

ubuntu@ubuntuserver:~$ cat /etc/hostname
ubuntuserver
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/etc/hosts = IPV7 RLRERAMZOMHABENTEZEEEH L. FRN/RGRIFHR(C(ENONSD

kubeuser@master01:~$ cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 masterO1

“IP7 LA RALE”

192.168.1.41 master01 EVVOERRELAE
192.168.1.45 worker0O1

192.168.1.46 worker02

240f:32:57b8:1:5054:ff:fe8e:5428 master01
240f:32:57b8:1:5054:ff:fe93:acfc worker01
240f:32:57b8:1:5054:ff:fe9e:4f00 worker02

fe80::5054:ff:fe8e:5428 master01
fe80::5054:ff:fe93:acfc worker01
fe80::5054:ff:fe9e:4f00 worker02

# The following lines are desirable for IPv6 capable hosts
::1  ip6-localhost ip6-loopback

fe00::0 ip6-localnet

ff00::0 ip6-mcastprefix

ff02::1 ip6-allnodes

ff02::2 ip6-allrouters
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/etc/resolv.conf = ZEIEFRICESDNSH —/\ZEEEHT D

ubuntu@ubuntuserver:~$ cat /etc/resolv.conf

# This is /run/systemd/resolve/stub-resolv.conf managed by man:systemd-resolved(8).
# Do not edit.

#

# This file might be symlinked as /etc/resolv.conf. If you're looking at

# /etc/resolv.conf and seeing this text, you have followed the symlink.

#

# This is a dynamic resolv.conf file for connecting local clients to the ( \
# internal DNS stub resolver of systemd-resolved. This file lists all ZD4h

# configured search domains. M .

# nslookup/dig/hostiz¥

# Run "resolvectl status" to see details about the uplink DNS servers ZBIfRICFIAT3IYY FE6FE8TE

# currently in use. ZTHLELNLLY

: . J

# Third party programs should typically not access this file directly, but only

# through the symlink at /etc/resolv.conf. To manage man:resolv.conf(5) in a

# different way, replace this symlink by a static file or a different symlink.

#

# See man:systemd-resolved.service(8) for details about the supported modes of
# operation for /etc/resolv.conf.

nameserver 127.0.0.53
options edns0 trust-ad

: search
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traceroute/traceroute6 = ZFELICEHETDETDIL—LF EEDEZEEZMHERT D

ubuntu@ubuntuserver:~$ traceroute 8.8.8.8

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 _gateway (192.168.1.1) 2.790 ms 3.779 ms 4.229 ms

2 192.168.0.1 (192.168.0.1) 8.498 ms 8.418 ms 9.704 ms

W—T1 VT RRED

. ETTNGERHST VS
g X x HEETES

9 dns.google (8.8.8.8) 7.632 ms 7.627 ms 7.621 ms

kubeuser@master01:~$ traceroute6 2001:4860:4860::8888

traceroute to 2001:4860:4860::8888 (2001:4860:4860::8888), 30 hops max, 80 byte packets

1 240f:32:57b8:1:6ee4:daff:fedd: 7400 (240f:32:57b8:1:6ee4:daff:fedd:7400) 0.835 ms 0.860 ms
0.858 ms

2 2001:268:del13::62 (2001:268:del13::62) 4.504 ms 4.386 ms 4.362 ms

7 2404:6800:800a::1 (2404:6800:800a::1) 4.016 ms 2404:6800:8102::1 (2404:6800:8102::1)
4.617 ms 2404:6800:80c3::1 (2404:6800:80c3::1) 5.099 ms
8 dns.google (2001:4860:4860::8888) 3.956 ms 3.872 ms 3.793 ms

©
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dmesg = Linux&EGDAYtz—>23FKR

ubuntu@ubuntuserver:~$ sudo dmesg

[sudo] password for ubuntu:

[ 0.000000] Linux version 5.15.0-69-generic (buildd@lcy02-amd64-080) (gcc (Ubuntu 11.3.0-
lubuntul~22.04) 11.3.0, GNU Id (GNU Binutils for Ubuntu) 2.38) #76-Ubuntu SMP Fri Mar 17
17:19:29 UTC 2023 (Ubuntu 5.15.0-69.76-generic 5.15.87)

[ 0.000000] Command line: BOOT_IMAGE=/vmlinuz-5.15.0-69-generic root=/dev/mapper/ubuntu--
vg-ubuntu--lv ro

. ERDLSIC
[ 4.229262] e1000: Intel(R) PRO/1000 Network Driver EETHNENICREDOTN
[ 4.229964] e1000: Copyright (c) 1999-2006 Intel Corporation. HAshTWBI3ET

5.577426] €1000 0000:00:03.0 eth0: (PCI:33MHz:32-bit) 08:00:27:16:5f:ac
5.577458] e1000 0000:00:03.0 eth0: Intel(R) PRO/1000 Network Connection
5.579397] e1000 0000:00:03.0 enp0s3: renamed from eth0

- e

[ 9.902019] e1000: enp0s3 NIC Link is Up 1000 Mbps Full Duplex, Flow Control: RX
[ 9.913040] IPv6: ADDRCONF(NETDEV_CHANGE): enp0s3: link becomes ready

® .
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/var/log/messagesia ED X LADOT T 7-1)L

[root@localhost ~]+# tail -f /var/log/messages

Apr 17 14:26:02 localhost server: E%#x: Server startup in 15122 ms

Apr 17 14:26:07 localhost dhclient[911]: XMT: Info-Request on enp0s3, interval 27510ms.

Apr 17 14:26:22 localhost NetworkManager[605]: <warn> [1681709182.3445] dhcp6 (enp0s3):
request timed out

Apr 17 14:26:22 localhost NetworkManager[605]: <info> [1681709182.3446] dhcp6 (enp0s3): state
changed unknown -> timeout

Apr 17 14:26:22 localhost NetworkManager[605]: <info> [1681709182.3483] dhcp6 (enp0s3):
canceled DHCP transaction, DHCP client pid 911

Apr 17 14:26:22 localhost NetworkManager[605]: <info> [1681709182.3484] dhcp6 (enp0s3): state
changed timeout -> done

Apr 17 14:26:46 localhost chronyd[625]: Selected source 162.159.200.123

Apr 17 14:26:48 localhost systemd: Created slice User Slice of root.

Apr 17 14:26:48 localhost systemd: Started Session 1 of user root.

Apr 17 14:26:48 localhost systemd-logind: New session 1 of user root.

(REOBZT0T5 LN ERBL TS NEEE )
“tall -"(JP B4 LCOTICHE SN BN BB TES)E
E-oTHER TED,
® &TOY5LORMOTIE. /var/loght (B30T TP VEBET 3. y
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systemd O+ —F)L

[root@localhost ~]# journalctl -u sshd

-- Logs begin at A 2023-04-17 14:25:23 JST, end at H 2023-04-17 14:30:01 JST. --

4H 17 14:25:34 localhost.localdomain systemd[1]: Starting OpenSSH server daemon...

4H 17 14:25:34 localhost.localdomain sshd[866]: Server listening on 0.0.0.0 port 22.

4H 17 14:25:34 localhost.localdomain sshd[866]: Server listening on :: port 22.

4H 17 14:25:34 localhost.localdomain systemd[1]: Started OpenSSH server daemon.

4H 17 14:26:48 localhost.localdomain sshd[1387]: Accepted password for root from 192.168.1.124
port 60596 ssh2

systemddOV &S BT 3L,
7095 L05FGBEILTOVEVREL 93D .
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IPv6 )’ RL X %&fE> TWebYA MNMZTF7OTRTD

O A [240f32:57b8:1:5¢06:7ace:4d2e:3456]:81

Welcome to my nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

firefox\5 77T AUTEIN. http://[240f:32:57b8:1:5e06:7ace:4d2e:3456]:81
IEWVWDKS(CURLZEEFT .

https://www.opensourcetech.tokyo/entry/20230131/1675164136

©
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LinuCL-~\)L2 2015
FRE2.030DFE & g7

https://linuc.org/study/samples/index/s/2 03/

@ LinuC 51~ aean A GURRE - BREN BRTAS  FEO E

BIRE RS ~ / LinuCL-UL2 2013088 | 1862.03

LinuCL~\JL2 20158%

FRE2.030DFRE &R

I 0 E2ZES OXR

H: ~

2.03.2 BERARY FO—T1Em >
LinUCLAUL 2 201EERODIHFREEEN'S [2.03.2 BELRY NDI— I8 | LDV TOMBEERL
THET.

ZOF—RIE Ry RNDO—UDREZIERE - WETIHORBHIEFNFTT. BETOY—/(—T
FH—ERRBHADNIC. EBADNICIREERDA>F—T 1A R[N IRBENHDH. &
DF—ITHEALRABEENT CENTEZDTUMDEEBRLUTHEFLL D,
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Kubernets(LFS458-IP)DR{E, (FUSHFELIE

Nylgr—oJ 75

Kubernetes(Zf¢ % Kubernetes(ZB8d % Kubernetes(ZBE9 %
R - F 4l - CKAEAS % HIF - B oS+ CKAHRG %
BmMELi-75TT. BME L7 5TY, BMe L7757 TY.

FS458-JP

ku b e r n e te S EH{I“ ‘ \ , | " LFSZjO-JP LFSZ:O-JP LFS4:8-JP

Kubernetes7 7 X &4 % % - BB I 5/-HD1—X 7,

LFS458-JP LFS458-JP
% 7-. Kubernetes% B3 57-8{C

BERAFLE FILRT B EHTEET, Ly Giad +

464,500 (i) 409,500 i) 451,000 (7

> HHLAAR > HHLAA > HELAAR

https://www.it-training.tokyo/kubernetes/
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»LINUXDERWNERY NI —DREZIBRET D
PIV—F 1 207 —T)LDREZIERET D

>y NDO—DBEDY —)LODERTGEZIERET D
>Ry NDO—UBED SIS 21— NEEZIERETD

IPVAREITTIRRL . IPVOICDWTCHEHEUTCTHSBEND S
BEEBEITRL., SIS 1—MBICIEEICEEEIRDTL D
LAY —(1~7)PF7 T VU —3 3 B EICHT 2EEEHE
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Thank you for joining my seminar!

EL 77
https.//www.opensourcetech.tokyo/ Eﬁf%
OFT
O 30]
https.//twitter.com/matt_zeus % a
(=]
[=] 2= [m]

https://www.facebook.com/takahiro.kujirai. 1 s

® =%
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