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OpenSSH B —/)\—D&ET7(ILET—FEY

sshd, /etc/ssh/sshd_config

/etc/ssh/ssh_host_*_key S KU ssh_host_*_key.pub
A=—N\—1—BLU—I1-—ToOTd1>zHET S,

PermitRootLogin, PubKeyAuthentication, AllowUsers, PasswordAuthentication
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OpenSSH 9.7

OpenSSH(&. SSH(CXHiGULIEY I kDo)

SSHZOO h)L=EERLTCOTA> . J7AIVEnX, UE— IV ROEITH EIEE
A—=T V=RV IT I 7 EVUTRARHETINTED., Z<DOSTHEHAETNTLD
H—)(>—F> (3. sshd

https://www.openssh.com/
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H—)\TJ0OJ>,EUT. openssh-serverz- > X =)L
BIET(O>1 7> MEUT,
sshON > RPZENZERULEIOSA 7N I DT 7ZFHET D

untu: $ dpkg
| ibssh-4:amd64
openssh-client
openssh-server
openssh-sftp—-server

grep ssh
tiny C SSH library (OpenSSL flavor)

secure shell (SSH) client, for secure access to remote machines
secure shell (SSH) server, for secure access from remote machines
secure shell (SSH) sftp server module, for SFTP access from remote machi

ssh-import-id 5. 11-0ubuntul securely retrieve an SSH public key and install it locally

20
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ssh 1< > R(CLI)
TeraTerm
rlogin

Putty "8  WinSCP

scp I~ R - winscp XsshZ{E> e T 7 1)LERE Dl s

ﬁ RLogin (2.29.2) 2024/03/21
‘ RLoginld. Windows ETEMFF B35 —ZFILY T HTT & Riogin - Nanno-vitest — 0 x
. . _ . TrAUE WEE TRNY MMU/FOMW ALTH
l‘ 70 b3)blErlogin, telnet,ssh(/\—==3 2 1 & 2 )O3 MERATHEUER TDOY —/) (=X F e = o R =
- X S lanno-vttes anno-vites

FUREBEZATRERESEBEZYR—EUTVET

EFI— B(E, EUC,SIIS,UTF-813 E(CHIE UISO-2022(C & B/ It BX THRARBNF
J—RAIRRTEFET

BEFHIHE LU TxXterm(CE U IR — TS =40 > AR E(CHE UANSIOVEI000 > YV =)L |
EUTERTISFNTEET
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ssh A< 3> username@SSHHY—/\DIP7 R X

AT 3>
-4 : IPv4DFH 7%= {EH
-6 : IPv60)5’7*7Z1§ﬁﬁ
-pP . N— hESIETE
C:\>ssh ubuntu@l192.168.1.115

ubuntu@192.168.1.115's password:
Welcome to Ubuntu 22.04.4 LTS (GNU/Linux 5.15.0-102-generic x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro

Last login: Mon Apr 15 06:40:44 2024 from 192.168.1.122

22
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scp AT 3> username@SSHY —/KDIPZ RL A : T 7AILDINR T 71 )LiEHFR
XH—/I\EICHDT7I)LZ2z0O0—-H)LICOE—T B4

AT723>
-P : /R— NESIETE

PS C:\Users\kujir\ssh> scp 10022 ubuntu@l192.168.1.115:/home/ubuntu/.ssh/id_ed25519 .

ubuntu@192.168.1.115's password:
id_ed25519 100% 399 137.2KB/s 00:00

23
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OpenSSHd)b‘ J\—5ZTE(d. /etc/ssh/sshd_config I 7 1)L THRET D

# This is the sshd server system-wide configuration file. See
# sshd_config(b) for more information.

# This sshd was compiled with PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games

# The strategy used for options in the default sshd_config shipped with
# OpenSSH is to specify options with their default value where

# possible, but leave them commented. Uncommented options override the
it default value.

Include /etc/ssh/sshd_config. d/*. conf

HPort 22
#AddressFamily any

#l istenAddress 0.0.0.0
L istenAddress ::

#tHostKey /etc/ssh/ssh_host_rsa_key
#tHostKey /etc/ssh/ssh_host_ecdsa_key
HHostKey /etc/ssh/ssh_host_ed25519 key

# Ciphers and keying
#iRekeyLimit default none

# Logging
#SyslogFacility AUTH
il oglevel INFO
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> i ilfEsR (OpenSSHESTE J 7 1 ILOBIE)
R

Port OpenSSHA' B9 B7/h— hES 22, 10022

Protocol HiR—bh92/)\—>3> 2

ListenAddress EnzZ 37 RLRAIEE 0.0.0.0 X£TDF77 RL-X
HostKey R TRDISTE /etc/ssh/ssh_host_ed25519_key
LOGLEVEL O DEILANIEE INFO - DEBUG - ERROR

PermitRootLogin
MaxAuthTries
MaxSessions

AuthorizedKeysFile

root1—H DO+ > a&
1*&!‘7"}%% 7:: D O)n (= nIEo)nit'fT@F&

EmC Sl EsNnNdtvEa>

O —YEREE(CMEDN D ARSHETE

5

yes - no - without-password - forced-commands-only
6

10

.ssh/authorized_keys .ssh/authorized_keys2

UsePAM PAM(C KB E2SEDEFA] yes -+ no
Include ANEBESTE T 77 1 )LODEERSE /etc/ssh/sshd_config.d/*.conf
PasswordAuthentication )R — REBSEDEFT] yes * no
AllowUsers PRI D 1—YUZIEE d—Y4
PubKeyAUthentication I\FESEEREE DS A] yes * no

26
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FoE)
systemctl start sshd

=1
systemctl stop sshd

HicE) XRELBERIRE
systemctl restart sshd

Loaded:
Active:
Docs:

Process:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

AT —S AHEER
systemctl status sshd

15 06:40:
15 06:40:
15 06:40:
15 06:40:
15 06:40:
15 06:40:

7T —FE > D)

19 ssh. éerV|ce - OpenBSD Secure Shell server

loaded (/lib/systemd/system/ssh. service; enabled; vendor preset: enabled)
active (running) since Mon 2024-04-15 06:40:19 UTC. 29s ago
man: sshd (8)
man:sshd_config(5)
719 ExecStartPre=/usr/sbin/sshd -t (code=exited,
787 (sshd)
1 (limit: 4557)
5. 3M
379ms
/system. slice/ssh. service
7187 “sshd: /usr/sbin/sshd -D [listener] 0 of 10-100 startups”

status=0/SUCCESS)

18 ubuntu systemd[1]:
19 ubuntu sshd[787]:
19 ubuntu sshd[787]:
19 ubuntu systemd[1]:
43 ubuntu sshd[1176]:
43 ubuntu sshd[1176]:

Starting OpenBSD Secure Shell server..
Server listening on 0.0.0.0 port 22.
Server |istening on :: port 22

Started OpenBSD Secure Shell| server.

pam_unix (sshd:session) :

ZEUS

enterprise

Accepted password for ubuntu from 192.168.1.122 port 49369 ssh2
session opened for user ubuntu(uid=1000) by
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DSA: HIZIDAZT VWFRHDORREDHENIERE (LB LW E WD MEEZFIHA
RSA: BRI ENREIBEDOREECED <

ECDSA: MR = 4 F| 8 \ O
ED25519;: TRO—XBEEFIE XA~ 2

ECDSA-SK : ECDSA + 1 U5+« F— % / (
ED25519-SK : ED25519 + 71 UF 1 F—% (& i

ttFa1UF1F—E(E? (ECDSA-SK - ED25519-SK)
USBT/\1 R C K BIBRERETR &)\ — RO T PRAEHATIED

&
%
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ssh-keygen -t $#MDi&E$E[dsa/rsa/ecrsa/ed25519]

ubuntu@ubuntu:~/.ssh$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/home/ubuntu/.ssh/id_ed25519):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/ubuntu/.ssh/id_ed25519
Your public key has been saved in /home/ubuntu/.ssh/id_ed25519.pub
The key fingerprint is:
SHA256:655rmPD5yLLMfS/g8ciScSFsKYkkzuD6stfHb8L32fE ubuntu@ubuntu
The key's randomart image is:

+--[ED25519 256]--+

|o.

|B. 0.

|.+0 = |
|. o. |
|. o+. |
|..@0. . |
|. o*o&oB oo |
|.+ oo=+XB=+ . E |
+----[SHA256]----- +

ubuntu@ubuntu:~/.ssh$ Is

authorized_keys id_dsa.pub id_ecdsa.pub id_ed25519.pub id_rsa.pub
id_dsa id_ecdsa id_ed25519 id_rsa

https://linux.die.net/man/1/ssh-keygen
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OF—T7 DERK

@E%FE(sshd_config)ZZEE Xsshd\DODRREBS=NERL
PasswordAuthentication no
PubKeyAuthentication yes

@LFBE(id_ed25519.pub)DABE % authorized_keyslcIE—
ubuntu@ubuntu:~/.ssh$ cat id_ed25519.pub

ssh-ed25519
AAAAC3NzaC1IZDIINTES5AAAAIC]12/EeJt5AG2RZXITcC8XwO1VQRcZsCyUmwRAhsKyT

ubuntu@ubuntu
ubuntu@ubuntu:~/.ssh$ cat id_ed25519.pub >> authorized_keys

@WER(id_ed25519) 20517 > MMIET
®D 3147 > b 5H—)(AsshEi
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ZRENSVSENERSNITHE (C(E. S E

JVN Pedin REMHRMET-5<—2

REBENRBET —IRX—ARR
BERF—D—F: openssh BE | BRoguns
s
A B R BIRT
RS2
B - NIAZERL TLJESL) -
A viEl v B~ viE v B
m¥EEHmE v £ v B~ v £ v H
A (CVSSv3) : [ 5% : (9.0~10.0) BE : (7.0~8.9) 5 (4.0~6.9) A
EHE(CVSSV2) : &M% : (7.0~10.0) BE: (4.0~6.9) #R : (0.0~3.9)
CWE:

(J—% (CWE)

¥ [ROFR/MRERE ] MY, Microsoft Edge(IEE— F)TOHTHREWELITET,
1144491 ~100fFKRTFP
D P4 b

openssh @ openssh FBWHAVIDRRB(CHIT 35T

> OpenBSD @ OpenSSH FHBAVIDRBICH T 27— FORAU BT FEICHT 2HREN

OpenBSD @ OpenSSH ([CH 1 3B

VNDB ] )  OpenBSD @ OpenSSH HFHRMACIOHERBICHEITS 0S AV EA 221023 o OKEE
JVN -203 05684 | S 5 == 2

PRo=2023-005884 | OpenBSD @ OpenSSH A > F DU BT SMEHE

(JVNV

https://jvndb.jvn.jp/

OpenBSD @ OpenSSH FHEASIOUGKICHIT I3 HENLVRE/(RELRBERCPT SHHEN

CVSSv3 CVSSv2
7.0 -

5.9 -

9.8

5.5

6.5 -

9.8 =

2xH
2023/12/24

2023/12/18

2023/07/20

2023/12/18
2023/12/18

2023/03/17

12 =
mEBERE
2024/01/29

2024/01/17

2024/01/17

2024/01/16
2024/01/16

2023/12/21
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NESNTZHRISEOREFTPZDXRZF T VD

[OpenSSHI (CHEsstE. PvIF7F—hRUU—X

[OpenSSH] (CHESSHNASNERDIE. BEDRKMUHNERSEUE—
LDI— ROETHETHEICRBZELTHSN. [OpenSSH] DBIREF—LA
(F. BSSMEEE LT Y IF— MERHUL TS,

BECEIEENT [CVE-2016-10009] DEEEDNAR+HIEo e LICHET
BHfEs81E [CVE-2023-38408] MEASHERDTZED. QualysDiAFTF —
LNFER, BEUE.

SSHI—>1 > MREEFBALUTVWISE(ICHENDBD, [PKCS#11] @
HR— ML TTAAMNIEA—3 32U ICBVWTHES A ISUNMRES
NTWB3FT 4 LI NI EZHFADTENTEIZEITERLTULS,

SATARTHRISINYT—D(CMEFT I, BROFESATZIUNE
T4 LORMNIRLCHFREITDHE JE-RKDAEBROIOVI RERITID
ENFIEEELTHD, BT —8/ (v T —>EENMEA LZUbuntud
BE/N -3 > THMFIBERIAET— R (PoC) DIERICEMRINILIZELTL
Do

B#HT(E, RHLEFE7H6H (COpenSSHORMEF — ANTED) (v F &R
ft. TOREHEL DDOMICZED Tz, BRF—A, BHE/K7H19H
(CRMESSMEIEELZ7YTF— b [OpenSSH 9.3p2] Z#JU—X. 58]
URBEIEETIREEBHNRICOVNTETFTIAL TS,

(Security NEXT - 2023/07/26 ) &

https://www.security-next.com/148143
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AZK(openssh) Y- bOEFT(VU U - ) EHREF T VD

Open Release Notes

OpenSSH 9.7/9.7p1 (2024-03-11)

OpenSSH 9.7 was released on 2024-83-11. It is available from the
mirrors listed at https://www.openssh.com/.

OpenSSH is a 100% complete SSH protocol 2.0 implementation and
includes sftp client and server support.

Once again, we would like to thank the OpenSSH community for their
continued support of the project, especially those who contributed
code or patches, reported bugs, tested snapshots or donated to the
project. More information on donations may be found at:

https://www.openssh.com/donations.html

Future deprecation notice

OpenSSH plans to remove support for the DSA signature algorithm in
early 2025 and compile-time disable it later this year.

DSA, as specified in the SSHv2 protocol, is inherently weak - being
limited to a 160 bit private key and use of the SHAl1l digest. Its
estimated security level is only 80 bits symmetric equivalent.

OpenSSH has disabled DSA keys by default since 2015 but has retained
run-time optional support for them. DSA was the only mandatory-to-
implement algorithm in the SSHv2 RFCs[3], mostly because alternative
algorithms were encumbered by patents when the SSHv2 protocol was
specified.

https://www.openssh.com/releasenotes.html
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E— 701X (SSH/RDPIR E)YDEEHFET —/\ Apache GuacamoleZ > THD

& Apache Guacamole™

https://www.opensourcetech.tokyo/entry/20230210/1676032369
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LinuCL-~\)L2 2025 E%
FRE2.12.2000%8 & ffER

LinUCL/RJL2 2025 ER0EIRE & A%t

2.12.2 OpenSSH B —/)(—0D%7E & EIE

https://linuc.org/study/samples/4964/

e o 5 Jel

LinuCL~UL 2 202852 hAEEHINNS [2.12.2 OpenSSH H—/(\—disiE S BIE] ([CDOWLWTOHIR
HRNTHFED,
SSHTOHOT A VHIBRICDVWTZATWLEEL L S,

LinucL-~JL2 2025888 AR

PIRE
/etc/ssh/sshd_configlc LA FOEEN TN TS,
PermitRootLogin yes

AllowUsers admin
PasswordAuthentication no

PubkeyAuthentication yes

COBOBES U TIELWEDZE —DBIRL TLIEELY,
1. admin1—YDOHH) R D= RBITCOV A>T ENTED
2. admin1l—Y &root 1—YH) (AT — REBIATCOT A >S5 ENTES
3. admin 1 —YOHWNHEESEE COJ A>3 ENTES
4. adminl—Y &root 1 —H W NSRRI COJ A > I 5 ENTES

% COBRBESEBEOSBRMBES IRR2DET. 40
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Network Engineering Service

BLEMZXFILERTII VO FEALI STREHEOBVWY V-3 Y

ORIV E-TF14 X3, BEEBOBELIFXYFT—2 - 2Fa T+ ABIIMELETI OO TREL LT, BEO=—-IPRAICREN OEEICH
Z. BREEOBVWTHEY-EXERELTVET, WHEE - BAF - 88 - WEBLLXOWALLBI 517 FRICTTCPHIPAR v 2 OMEP. LinuxilEF58E
LEREBELCEFEZERL, Ry b7—=0%EXa) T 3BON T2 —T o AEBAMICIITHLET.

FLRBL LT JRELAND SAHBEWANETO R Y h7— 280 EESE. ERT77Ur—Ya v ORTERP T —IR— B ERBY —/—OHBEHE
A%, Fh 2VTLEEPISOFRRA. NMTUY RIS FORBICEVTS, tFa )T 2ERLARBECERZEERHELTVET.

EFLT, HIERTIHB—AVEDOENERBEIE IR, HORATRL-ZUJEY 82— EVSHFRBEHBLTED. Xy F7—2PLinuxZHRD
K. BRORL Y RICRS eI Y 7 SBBEET>TVET,

BAZESEEZITFAITRACHEV., FHECTHEODIFLEELSFL, Ry bT7—=2 - 2FaUFAICHELEARI Y YA MRBE LT, 23107 FOIRMR
KEBMWELET,

VFw IR+ 2y bT=TIC8WVTRI—=)L

IT Training

AEBREEEHACETLETFEREBOA Y F 2 S LIKEFNSBITF Y UTRXI-IATY

LPI-JapanD 7 AT I v VBERTHIITHF Y UTRI =L EIRIThL—Z25 08— ZEEL, VFYIRERY M I—DICRVIVS - TEBHRLE
T SHUBOMENUF2SLEZEICLTVSED. TODKHELT THAREREZTOLRIBTICICERTEIIAMIETEY, £FaUT+2HH5M
RABET. VA7 OBRILEDE THELZERTES LS5, BEVI-IAZRELTVLET,

https://www.it-training.tokyo/
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Kubernetstfifg, o> Tx9 !

» . Ry =975y

Kubernetes(ZBi4 % Kubernetes(ZBi¥ % KubernetesiZB¥ %

HIEE - Bl - CKARS = H - B oS CKARS %
m\ By L-75Tf, Be L7577, Bpe L7777,
ku b e r n e te S EH 1 Ig LFS250-JP LFS250-JP LFS458-JP
-
B o » . + + +
Kubernetes7 7 X 4% W% - BEI 570601 —RTF, ‘ | B 7 : 7 i
£7:. Kubernetes® EEF 57:81C R\ i L LFS458-JP LFS458-JP CKA
DERRAFIE G ENTEET, : i >
+
CKA
464,500 i) 409,500 (i) 451,000 i)
> BHLA% > HHLASR > BFhlLiAx

Linux * Network®E#H ., RIGRERZFH LT
P 7Ny a—bETCRLVEBRZITVET,
LinuC L RL3 - (RAVEBRITEER LA ZFA L. BETHEFY FT7—7WE - BAX —H—EBER—RKEE

TOT 7= hYR— FNEREEZRE,

https://www.it-training.tokyo/kubernetes/
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RECRUIT v/ ol 9y

ko7 > RBNE

BOTCHIBRIR, RRLIHIET
—E@irdatt 2RELET

TIRXIVE—T510X13, 2HRORSEAEZBEL. BEIPTVHATRRMEDICHEANTLE
T TEDRATRL=Z0JE08—) 2THERS L LT, BROEEEZMOHYT. BRLBHOZEBICH
FET. Fho REOFHELERELZBAL. HBOREY - UENLEFTEZMLEYS, ROTIS
FHRTRABE LV TEHMBIFLERICOUTERLEW! Y D—0314NFYREXGIILE
Wil ZV3HEDI YR —EB/ELTVET,

FERAISHER *v U PIRAGSEE
ENTRY ENTRY

RLHAR —

[=]

https://www.zeus-enterprise.co.jp/recruit/ E:-

[=]

[=]

-
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> HBOERZERTD
> O+ 2 HIRZIRRT D

OpenSSH®D:EE J 7 1 )L(sshd_config)DF 1 LIF5« J L EDENKEND
F—RTPOVERRS EEBRL - SBOERMIRE(FEE(C
TF1UFTA(EKRE!
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Thank you for joining my seminar!
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